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Data Protection Policy 

Introduction  

This policy was initially formulated by the steering committee in consultation with staff, students, 

parents and members of the Board of Management. The policy sets out in detail what data exists on 

staff, students, parents and members of the board of management and how this data is stored, 

used and destroyed. John the Baptist C.S. in committed to full and complete transparency about its 

use of and efforts to safeguard personal data, demonstrating accountability for our data processing 

activities.  

 

 Rationale  

1. A data protection policy is necessary to fulfil the requirements as outlined in:  

 The General Data Protection Regulation (GDPR) which will come into force on the 25th May 2018, 

replacing the existing data protection framework under the EU Data Protection Directive (see the 

below link to access such documentation: 

https://www.dataprotection.ie/docimages/documents/The%20GDPR%20and%20You.pdf 

 The Data Protection Acts 1988 and 2003  

 Section 9(g) of the Education Act 1998 which gives parents or students, over 18 years of age, 

access to records kept by the school in relation to student progress.  

 Section (20) of the Education (Welfare) Act 2000 which emphasises that a school must maintain a 

register of students attending the school.  

 Section (28) of the Education (Welfare) Act 2000 which specifies that the data controller may 

supply personal data kept by him/her to the data controller of another prescribed body provided 

s/he is satisfied that it will be used for a "relevant purpose" only.  

 

Implementation of this policy takes into account the school’s other legal obligations and 

responsibilities. Some of these are directly relevant to data protection. For example: 

 Under Section 21 of the Education (Welfare) Act, 2000, the school must record the attendance 

or non-attendance of students registered at the school on each school day 

 Under Section 14 of the Education for Persons with Special Educational Needs Act, 2004, the 

school is required to furnish to the National Council for Special Education (and its employees, 

which would include Special Educational Needs Organisers (“SENOs”)) such information as the 

Council may from time to time reasonably request 

 The Freedom of Information Act 1997 provides a qualified right to access to information held 

by public bodies which does not necessarily have to be “personal data” as with data protection 

legislation. While schools are not currently subject to freedom of information legislation, if a 

school has furnished information to a body covered by the Freedom of Information Act (such 

as the Department of Education and Skills, etc.) these records could be disclosed if a request is 

made to that body 

 Under Section 26(4) of the Health Act, 1947 a School shall cause all reasonable facilities 

(including facilities for obtaining names and addresses of pupils attending the school) to be 

given to a health authority who has served a notice on it of medical inspection, e.g. a dental 

inspection 

https://www.dataprotection.ie/docimages/documents/The%20GDPR%20and%20You.pdf
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 Under Children First: National Guidance for the Protection and Welfare of Children (2011) 

published by the Department of Children & Youth Affairs, schools, their boards of management 

and their staff have responsibilities to report child abuse or neglect to TUSLA  - Child and Family 

Agency (or in the event of an emergency and the unavailability of TUSLA, to An Garda 

Síochána).   

 Children and Family Relationships Act 2015  

 Equality legislation 

 Employment laws 

 National Vetting Bureau (Children and Vulnerable Persons) Act 2012 

 Circulars issued by the Department of Education and Skills 

2. A policy is necessary to ensure that the school has proper procedures in place in relation to 

accountability and transparency, providing an ethical framework for day to day data 

management  

3. It is necessary to record pupil's progress so as to identify learning needs and action taken to 

address these needs.  

4. To develop and foster an ethos and awareness of the importance of careful management of data 

protection and the significance of privacy 

 

Scope  

The policy applies to the keeping and processing of personal data, both in manual form and 

computerised, on school staff and students. It applies to all school staff, Board of Management, 

parents/guardians and students. John the Baptist C.S. recognises that the law of data protection is 

ever-evolving, and that the school needs to keep its policies, procedures, workplace practices, 

training modules, contracts, and culture, under continual review to take account of the changes. 

 

Relation to the Mission Statement  

John the Baptist Community School maintains an open and co-operative relationship amongst 

teachers, parents and students as a means of providing a supportive environment where students 

can strive to reach their full potential. Within that context, the careful and considered collection, use 

and distribution of data, especially sensitive data, is key to establishing and maintaining a safe, 

supportive and inclusive community.  

 

Aims  

1. To ensure the school complies with legislative requirements (see below for more details) 

2. To ensure that the data protection rights of students, staff and other members of the school 

community are safeguarded.  

3. To clarify the types of records maintained and the procedures relating to making them 

available to relevant bodies  

4. To put in place proper storage and data protection framework on the recording of 

educational progress of students.  

5. To establish clear guidelines on making these records available to parents and to pupils who 

have reached 18 years of age.  
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6. To stipulate the length of time records and reports will be maintained 

 

Key Terms 

Please note the following key terms may be used throughout and are integral to the understanding 

of this document: 

 The General Data Protection Regulation (GDPR) will come into force on the 25th May 2018, 

replacing the existing data protection framework under the EU Data Protection Directive. 

 For the purposes of this policy and legislation, the data controller is the school body with 

management and monitoring falling to the Board of Management, and their primary agent, 

the principal, who supervises the application of the Data Protection Acts/relevant legislation in 

the school.  

 The data subject is any living individual about whom the data relates.  

 Personal data is any data that could directly or indirectly identify an individual. 

 Sensitive data, known as Special Categories data under GDPR, is any data that may identify a 

specific aspect of an individual’s identity such as sexual orientation, religious beliefs, medical 

history etc. However, it must be noted that the nature of data and what constitutes personal 

data specifically, is constantly evolving and changing. Therefore, this policy is a working 

document that may need amending in the light of legal proceedings and legislative cases and 

change.  

 Processing is any work that the school may do with data such as filing, sharing and deleting.  

 Data Processor: occasionally, a data controller will contract with another organisation to 

process data on its behalf and at its direction (a “data processor”). In a Schools context, this 

may be the School’s cloud-based administrative software (VSWare, Aladdin, Advance, etc), it 

may be third parties retained to undertake certain actions (payment solutions for receipt of 

school fees and money for school trips, bookkeeping, payroll, HR, IT technical support, 

shredding companies, etc). 

 Key players: within the School there will be certain key players who may have responsibility 

for particularly sensitive data-sets. This could include the Principal acting in his/her role as 

Designated Liaison Person, the Guidance Counsellor, etc. Those individuals will obviously 

require higher levels of privacy training and support to ensure they fully understand their 

data protection responsibilities. 

 

Key Principles 

Under GDPR, the school must comply and show compliance in regards to the following six principles. 

All personal data must be: 

 Processed lawfully, fairly and transparently 

 Collected for specified, explicit and legitimate purposes 

 Adequate, relevant and limited to what is necessary 

 Accurate and kept up to date where necessary 

 Kept for no longer than is necessary where data subjects are identifiable 

 Processed securely and protected against accidental loss, destruction or damage. 

Please note these principles link heavily to existing procedures and principles for fair processing of 

personal data are set out in section 2 of the Data Protection Acts: 
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 Obtain and process the information fairly; 

 Keep it only for one or more specified, explicit and lawful purposes; 

 Process it only in ways compatible with the purposes for which it was given to you initially; 

 Keep it safe and secure; 

 Keep it accurate, complete and up-to-date; 

 Ensure that it is adequate, relevant and not excessive; 

 Retain it no longer than is necessary for the specified purpose or purposes; and 

 Give a copy of his/her personal data to any individual, upon request. 

Where queries or issues arise, advice will be sought from relevant professionals and experts in the 

area.  

Roles and responsibilities 

Everyone in the School has a role to play in ensuring people’s privacy is respected. Everyone should 

receive data protection training appropriate to their role. Schools are advised to keep records of 

GDPR training that has been undertaken by staff. In most cases, very basic (but very serious) data 

protection mistakes arise because of inattention, human error or a genuine misunderstanding of 

what the person was supposed to do. It is therefore very important that everyone involved in the 

School’s undertaking understands the role which they play in protecting privacy. In addition 

administrative fines can be levied against data controllers and data processors that breach certain 

provisions of the GDPR. All staff, including teaching staff, SNAs etc. must comply with the School’s 

data protection policy, procedures and approved practices. The whole School culture should be 

respectful of privacy, and imbued with the principles of ethical information governance. Compliance 

should be audited periodically by the management team (Principal, Deputy Principal(s), Year Heads 

etc) to identify areas of risk and or vulnerabilities where further training is required. All members and 

staff must adhere to high ethical standards when handling people’s data. 

 

Roles and Responsibilities of Specific Groups/Individuals 

 Board of Management 

The School management team and the Board of Management have a key role in driving data 

protection awareness and compliance throughout the School. Their role is to build appropriate data 

protection policies and procedures appropriate to the School, and to review the implementation, 

effectiveness, and compliance with same in the School. As well as regular training for all staff, there 

also needs to be systematic, random inspection to ensure that members and staff are adhering to 

the approved protocols. Even when robust systems have been put in place, they need to be 

monitored and audited regularly to ensure compliance. All staff, under the direction of the principal 

will monitor and implement this policy. The principal will have overall responsibility for coordinating 

this policy and in ensuring that staff are familiarised with their data protection responsibilities. In 

particular, Boards of management must ensure that/conduct periodic audits of the school’s data 

protection procedures.  

In doing so, it is suggested that the following procedure is recommended: 

 This function may be undertaken by the school principal or a member of the board of 

management, as appropriate.  
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 Evaluate current practices and procedures to ensure that they meet the demands of the Data 

Protection Acts 

 Conduct a risk assessment using the Compliance Checklist provided.  

 

 

Please note that the below lists are not exhaustive.  

 

 Principal, Deputy Principal, Year Heads etc. 

 Developing policies, procedures, and protocols.   

 Driving privacy and data protection awareness.  

 Identifying training needs and arranging for refresher training sessions.   

 Escalating appropriate issues to the Board of Management.  

 Taking appropriate preventative actions to mitigate the risk of data breaches arising.  

 Spearheading the response to any data breach (following the data breach protocol).    

 Due diligence of service providers (data processors) prior to any service provider being retained.    

 Ensuring adequate assurances of GDPR compliance are obtained (“controller shall use only 

processors providing sufficient guarantees to implement appropriate technical and 

organisational measures in such a manner that processing will meet the requirements of this 

Regulation and ensure the protection of the rights of the data subject”.)  

 Ensuring appropriate written contracts are in place with all service providers.    

 Periodic reviews of all arrangements with service providers.   

 Record-keeping (Article 30) (“maintain a record of processing activities under its responsibility”).  

 Undertaking Data Protection Impact Assessments in appropriate circumstances.  

 Overseeing data subject right requests (Article 15 – access, Article 16 – rectification, Article 17 – 

erasure etc, etc).   

 Performance management and/or disciplinary process for staff that are not following policies 

and procedures.   

 Seeking advice from management body and/or School’s legal advisors where appropriate.    

 Keeping up to date with legal developments, sect oral guidance etc.   

 Attending in-service training sessions arranged by management body.  

 Storage of confidential wastepaper until it is securely shredded.  

 Report any personal data breaches immediately to the Principal.  

 Comply with and give assistance during audits, spot-checks, and inspections.   

 Ensure that personal data is not visible to others (e.g. leaving files on desk).      

 Diligence and attention-to-detail when entering data on to the School administrative system.  

 Keep the data accurate, complete, and up-to-date.   

 Adhere to information governance protocols if making changes (deletions, additions etc).   

 Prepare emails with high levels of diligence and attention to detail:  

 Ensuring that the correct email address is entered.   

 Encrypting emails where appropriate. 

 If emailing to a group, verifying who the members of the group are.    
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 Be cautious and suspicious if an email asks you to click on links or open an attached document 

(even if from a familiar sender or from a genuine email address). 

 Keep anti-virus and anti-malware software up to date, install patches when required. 

 Ensure that data are kept safe and secure.  

 Use strong passwords (12 characters, mixture of alphanumeric, upper- and lower-case, and 

symbols e.g. %, £, & etc.) and change them regularly.  Never share log-in credentials. Never allow 

someone else to see you entering passwords (particularly students).  

 Ensure passwords are unique.   

 Respect access-permission levels adhering to the principle of “need to know”.   

 Immediately notify the Principal if anyone attempts to obtain unauthorised access to personal 

data.   

 Adhere to all School policies and protocols.  

 Follow all instructions given by the Principal. 

 Adherence to high standards of ethics and professionalism in all data entries. Remembering at 

all times that the person about whom you are writing may have the right to obtain copies of the 

data. 

 Ensure that any handwritten notes in any notebook are transferred to the school administrative 

system as soon as possible (to ensure availability of data, allowing appropriate back-ups to be 

made, accountability, transparency, keeping data safe and secure, etc).   

 Ensure personal data (particularly sensitive personal data) is never brought off-site unless 

appropriate steps are taken to protect the data in motion (e.g. if taking personal data to a TUSLA 

case conference to review a child, ensure the data are stored securely on an encrypted laptop).     

 Never signing the School up to any apps or software relating to school business, or requiring 

students to engage with apps/software without the prior written approval of the Principal.  

 Never storing data relating to school business on unapproved devices or systems (e.g. personal 

smart phones, tablets, cloud storage accounts etc).  

 Never sharing work-related data on unapproved systems (e.g. talking about a student in a 

teachers Whatsapp group).   

 Assisting the Principal with access requests.    

 Giving constructive feedback around how policies and protocols can be improved.   

 Have a clear understanding of when and in what circumstances data should be shared (e.g. child 

protection, child welfare, medical needs, etc) and with whom (DLP, TUSLA, An Garda Síochána, 

other medical practitioners etc).   

 Take responsibility for keeping their sensitive data-sets safe and secure (encryption, 

pseudonymisation etc).   

 Exercising good judgment and professionalism in note-taking. 

 All calls in relation to sensitive data will take place in a designated office for the discussion of 

sensitive data such as the offices of the Principal or a Deputy Principal, Yearhead, Chaplain, 

Career Guidance Counsellor, SEN Department, First Aid Room and Tionoil. The Principal may 

designate additional rooms for the discussion of sensitive data at any time.  
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 Teaching staff, SNAs, etc.   

 Adherence to high standards of ethics and professionalism in all data entries (e.g. when entering 

notes about a student on the VSWare system). Remembering at all times that the person about 

whom you are writing may have the right to obtain copies of the data. 

 Ensure that any handwritten notes in any notebook are transferred to the school administrative 

system as soon as possible (to ensure availability of data, allowing appropriate back-ups to be 

made, accountability, transparency, keeping data safe and secure, etc).   

 Ensure personal data (particularly sensitive personal data) is never brought off-site unless 

appropriate steps are taken to protect the data in motion (e.g. if taking personal data to a TUSLA 

case conference to review a child, ensure the data are stored securely on an encrypted laptop).     

 Never signing the School up to any apps or software relating to school business, or requiring 

students to engage with apps/software without the prior written approval of the Principal.  

 Never storing data relating to school business on unapproved devices or systems (e.g. personal 

smart phones, tablets, cloud storage accounts etc).  

 Never sharing work-related data on unapproved systems (e.g. talking about a student in a 

teachers Whatsapp group).   

 Assisting the Principal with access requests.    

 Giving constructive feedback around how policies and protocols can be improved.   

 Storage of confidential wastepaper until it is securely shredded.  

 Report any personal data breaches immediately to the Principal.  

 Comply with and give assistance during audits, spot-checks, and inspections.   

 Ensure that personal data is not visible to others (e.g. leaving files on desk).      

 Diligence and attention-to-detail when entering data on to the School administrative system.  

 Keep the data accurate, complete, and up-to-date.   

 Prepare emails with high levels of diligence and attention to detail:  

 Ensuring that the correct email address is entered.   

 Encrypting emails where appropriate. 

 If emailing to a group, verifying who the members of the group are.    

 Be cautious and suspicious if an email asks you to click on links or open an attached document 

(even if from a familiar sender or from a genuine email address). 

 Keep anti-virus and anti-malware software up to date, install patches when required.  

 Ensure that data are kept safe and secure.  

 Use strong passwords (12 characters, mixture of alphanumeric, upper- and lower-case, and 

symbols e.g. %, £, & etc.) and change them regularly.  Never share log-in credentials. Never allow 

someone else to see you entering passwords (particularly students!).  

 Ensure passwords are unique.   

 Respect access-permission levels adhering to the principle of “need to know”.   

 Immediately notify the Principal if anyone attempts to obtain unauthorised access to personal 

data.   

 Adhere to all School policies and protocols.  

 Follow all instructions given by the Principal.   
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 Key players (Guidance Counsellor, School nurse, etc.)  

 Adhere to ethical standards required by their professional/regulatory/representative bodies 

(Institute of Guidance Counsellors, etc.) around confidentiality, record keeping, etc.  

 Have a clear understanding of when and in what circumstances data should be shared (e.g. child 

protection, child welfare, medical needs, etc.) and with whom (DLP, TUSLA, An Garda Síochána 

etc.).   

 Take responsibility for keeping their sensitive data-sets safe and secure (encryption, 

pseudonymisation etc.).   

 Exercising good judgment and professionalism in note-taking.  

 Storage of confidential wastepaper until it is securely shredded.  

 Report any personal data breaches immediately to the Principal.  

 Comply with and give assistance during audits, spot-checks, and inspections.   

 Ensure that personal data is not visible to others (e.g. leaving files on desk).      

 Diligence and attention-to-detail when entering data on to the School administrative system.  

 Keep the data accurate, complete, and up-to-date.   

 Prepare emails with high levels of diligence and attention to detail:  

 Ensuring that the correct email address is entered.   

 Encrypting emails where appropriate. 

 If emailing to a group, verifying who the members of the group are.    

 Be cautious and suspicious if an email asks you to click on links or open an attached document 

(even if from a familiar sender or from a genuine email address). 

 Keep anti-virus and anti-malware software up to date, install patches when required.  

 Ensure that data are kept safe and secure.  

 Use strong passwords (12 characters, mixture of alphanumeric, upper- and lower-case, and 

symbols e.g. %, £, & etc.) and change them regularly.  Never share log-in credentials. Never allow 

someone else to see you entering passwords (particularly students!).  

 Ensure passwords are unique.   

 Respect access-permission levels adhering to the principle of “need to know”.   

 Immediately notify the Principal if anyone attempts to obtain unauthorised access to personal 

data.   

 Adhere to all School policies and protocols.  

 Follow all instructions given by the Principal.   

 Adherence to high standards of ethics and professionalism in all data entries (e.g. when entering 

notes about a student on the VSWare system). Remembering at all times that the person about 

whom you are writing may have the right to obtain copies of the data. 

 Ensure that any handwritten notes in any notebook are transferred to the school administrative 

system as soon as possible (to ensure availability of data, allowing appropriate back-ups to be 

made, accountability, transparency, keeping data safe and secure, etc).   

 Ensure that all students follow signage and direction in relation to data protection  

 Erect and maintain signage on the doors of offices that are designated for the discussion of 

sensitive data (see list page 8). Signage is present on these offices requesting all visitors knock 

and wait for confirmation to enter.  
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 Clerical staff/Receptionist/School Secretary 

 Security of office - locking cabinets etc.  

 Keep the reception area clear and tidy re data.  

 Storage of confidential wastepaper until it is securely shredded.  

 Ensure that personal data is not visible to others (e.g. leaving files on desk).      

 Keep personal data out of sight of visitors to reception area.  

 Ensure that their computer screen is not visible to visitors at reception.  

 Be careful when entering data on to the School administrative system.  

 Keep the data accurate, complete, and up-to-date.   

 Report any personal data breaches immediately to the Principal.  

 Adhere to information governance protocols if making changes (deletions, additions etc).   

 Identify data subject requests when they are received (by letter, email etc). If received by 

telephone, asking the person to put their request in writing. Ensuring that all such requests 

(whether by phone, in person or by email or in writing) are immediately escalated to the 

Principal without delay. 

 Being cautious about requests for information: where a request for personal data is received, 

asking the requester to verify their identity, ascertaining whether the requester is legally entitled 

to obtain the personal data. E.g. request for personal data relating to a student from a journalist, 

request to access list of students by a politician, request for CCTV footage from a solicitor etc.  

Asking the requester to put their request in writing.  Escalating requests to the Principal without 

delay.   

 Being suspicious: alert to possibility of impersonation, trickery, deception, phishing, social 

engineering etc. 

 Prepare post with high levels of diligence and attention to detail. Ensuring that the correct letter 

is put in the correct envelope. Developing post protocol checklist (e.g. double-checking 

enclosures, envelope counts, etc).  

 Prepare emails with high levels of diligence and attention to detail:  

 Ensuring that the correct email address is entered.   

 Using “bcc” instead of “to” field where appropriate  

 Encrypting emails where appropriate. 

 If emailing to a group, verifying who the members of the group are.    

 Be cautious and suspicious if an email asks you to click on links or open an attached document 

(even if from a familiar sender or from a genuine email address). 

 Keep anti-virus and anti-malware software up to date, install patches when required.  

 Ensure that data are kept safe and secure.  

 Use strong passwords (12 characters, mixture of alphanumeric, upper- and lower-case, and 

symbols e.g. %, £, & etc.) and change them regularly.  Never share log-in credentials. Never allow 

someone else to see you entering passwords (particularly students!).  

 Ensure passwords are unique (e.g. do not use the same password for your PayPal account as for 

your VSWare account etc).   

 Respect access-permission levels and adhere to the principle of “need to know”.   

 Immediately notify the Principal if anyone attempts to obtain unauthorised access to personal 

data.   
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 Adhere to all School policies and protocols.  

 Follow all instructions given by the Principal.   

 

 Caretakers 

 Security of school buildings: locking gates, locking doors, etc.  

 Ensure alarms are switched on (and working!).  

 Ensure that CCTV systems are working and are maintained/serviced appropriately.   

 Ensure that only authorised persons have access to School buildings.  

 Storage of confidential wastepaper until it is securely shredded.  

 Report any personal data breaches immediately to the Principal.  

 Comply with and give assistance during audits, spot-checks, and inspections.   

 

As part of the review process in the light of GDPR legislation, a full review of data protection 

procedures and processes within John the Baptist C.S. Please see Appendix for a Data Audit sheet 

and Compliance documentation. This audit has helped to inform this document preparation and will 

continue to be updated in the coming months.  

 

General Principles of Data Protection at John the Baptist C.S. 

The GDRP identifies children are identified as vulnerable natural persons, deserving of specific 

protection. Processing of data relating to children is noted to carry certain risks, and further 

restrictions may be imposed as a result of codes of conduct. 

 

 Consent 

Consent must be freely given, specific, informed and unambiguous. Requests for consent should be 

separate from other terms, and the school endeavours to use clear and plain language in keeping 

with GDPR. A data subject’s consent to processing of their personal data must be as easy to withdraw 

as to give. Consent must be “explicit” for sensitive data. Under the GDPR, additional information 

must be communicated to individuals in advance of processing, such as the legal basis for processing 

the data, retention periods, the right of complaint where data subjects are unhappy with the 

implementation of any of these criteria, whether their data will be subject to automated decision 

making and their individual rights under the GDPR. Consent requires some form of clear affirmative 

action. Parents/guardians are required to sign and date a number of documents to indicate their 

clear submission of consent such as in the student journal. Data subjects can withdraw their consent 

at any time. A record must be kept of how and when consent was given. The school will never use 

data for a purpose other than that it was collected and will request additional consent for each 

additional processing operation.  

The minimum age at which at which consent can legitimately be obtained for processing and 

disclosure of personal data is not defined in the Data Protection Acts. However guidance published 

on the Data Protection Commissioner's website states the following:  

"As a general rule in the area of education, a student aged eighteen or older may give consent themselves. 

A student aged from twelve up to and including seventeen should give consent themselves and, consent 

should also be obtained from the student's parent or guardian. In the case of students under the age of 

twelve consent of a parent or guardian will suffice"  
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 Data Gathering and Processing  

Article 5 of GDPR sets out the principles relating to the processing of data. JTBCS will at all times 

show/be: 

 Lawful, fair and transparent when processing data 

 Purpose limitation 

 Data minimisation 

 Accurate 

 Retention/storage limitation  

 Show integrity, confidentiality  

For processing to be lawful under the GDPR, the school recognises and complies with the six lawful 

bases listed in Article 6 for data processing: 

 6(1)(a) – Consent of the data subject 

 6(1)(b) – Processing is necessary for the performance of a contract with the data subject or to 

take steps to enter into a contract 

 6(1)(c) – Processing is necessary for compliance with a legal obligation 

 6(1)(d) – Processing is necessary to protect the vital interests of a data subject or another 

person 

 6(1)(e) – Processing is necessary for the performance of a task carried out in the public 

interest or in the exercise of official authority vested in the controller 

 6(1) (f) – Necessary for the purposes of legitimate interests pursued by the controller or a 

third party, except where such interests are overridden by the interests, rights or freedoms of 

the data subject. 

In the absence of a lawful reason to process personal data, that personal data must not be 

processed. Anybody providing personal information is made aware of the following:  

 The identity of the person(s) collecting the data  

 The purpose in collecting the data  

 The persons or categories of persons to whom the data may be disclosed 

 

 Content Purpose and Storage  

The person whose data is being collected is made aware of the reasons why it is being collected and 

kept. All personal data is collected and kept lawfully  

 

 Usage and Disclosure of Data  

a. Data is used for the purpose it was obtained  

b. When a student transfers from the school, the principal will notify the principal of the new 

school of any problems relating to attendance or educational progress of the student as he 

deems appropriate.  

c. The school may also share information with the following external bodies:  

 The Department of Education and Skills  

 The Inspectorate  

 The National Educational Psychological Service (NEPS)  
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 The National Council for Special Education (NCSE)  

 The National Education Welfare Board (NEWB)  

 Any other recognised school  

Consent and information about such sharing practices with the DES is available in the school 

student and teacher journals. Information on other sharing practices is available from the 

school and such information will be added/updated in the school journals as appropriate 

reflecting legislation, official guidelines and procedures by the end of 2018/2019.  

d. To transfer data abroad it will have to be consented to by the data subject or his/her next of 

kin. It may also be transferred to prevent injury or damage to the data subject. Data can be 

disclosed when required by law or when requested by an individual himself/herself subject to 

age restriction. 

 

  Data Storage  

Due to the large volume of data, the school employs a number of procedures to safeguard such 

materials.  

 Access to information stored is restricted to school management. Materials such as those 

pertaining to Child protection are stored in a locked, fire proof and secure storage unit in 

the principal’s office.  

 Teachers may have access to this information, for specific purposes, and with the 

permission of school management. 

 Computer systems are password restricted. An active directory is at use for all staff 

members across the school. A generic password is utilised by students under strict 

supervision of staff members. Students do not store any work on school computers but 

store materials on personal data devices such as USBs.  

 Personal information on computer screens and in files is shut down or put away as soon as 

possible. 

 Data is backed up once every week to an external secure location. This is also true of the 

school website.  

 Personal data no longer required is shredded.  

 Old computers have their memory wiped before they are disposed of.  

 The office and school is locked and alarmed when not in use.  

 

 Data Accuracy  

Data held will be as accurate and as up to date as is reasonably possible. If a data subject informs the 

school of a change of circumstances, their record will be updated as soon as is practicable. If a data 

subject should inform the school that personal data is inaccurate then the school will seek to remedy 

this as quickly as possible but in any case within 40 days.  

 

 Adequacy and Relevance of Data  

Every effort will be made to ensure that data is adequate, relevant and not excessive. 
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 Length of Time  

Personal data will not be consciously kept for longer than is necessary to fulfil the function for which 

it was first recorded. There is no hard and fast rule to cover every possible situation and the length 

of time that data is kept will vary.  

a. School roll books will be kept indefinitely in the school  

b. State examination results will be retained indefinitely in the school  

c. Information on student files will be retained for a period of six years subsequent to the 

student having completed senior cycle and/or having reached 18 years of age  

Please see Appendix for full Data Retention Schedule.  

 

 Personal Access/Data Requests 

The GDPR re-enforces that all data subjects have a right of access to their own personal data.  

a. Access by students  

 Students aged 18 years and older are entitled to access their personal information in 

accordance with the Data Protection Acts  

 Students between 16 and 18 years of age will be given access to their personal information 

subject to the nature of the information. Parents will be consulted in relation to sensitive 

information or if the student has some disability or medical condition that would impair 

his/her ability to fully understand the information.  

b. Procedures and Regulations regarding Access.  

 Request must be made in writing to the principal  

 Furnish his/her date of birth, PPS number and mobile telephone number  

 Specify information required  

 The information, if available, will be supplied within 40 days.  

 The individual will be informed within 40 days if no information is available 

The GDPR requires the provision of specific, additional, information to data subjects when 

responding to access requests. The timeframe for dealing with requests has been reduced from 40 

days to one month. A fee does not exist for such data requests at John the Baptist C.S., in line with 

legislation. However, the school may charge a reasonable fee for any further copies requested by the 

data subject, or where access requests are manifestly unfounded or excessive, taking into account 

the administrative costs of providing the information. 

Further information about such procedures can be seen in Data Access Procedures Policy is available 

at http://dataprotectionschools.ie/en/Resources/. However, such documentation has not yet been 

updated to reflect GDPR. 

 

Data subject rights:  

In addition to the above principles, GDPR recognises the rights given to data subjects, some of which 

will be familiar from the existing Data Protection Acts 1988 and 2008: 

a) Right to complain to supervisory authority. 

b) Right of access. 

c) Right to rectification. 

d) Right to be forgotten. 
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e) Right to restrict processing. 

f) Right to data portability. 

g) Right to object, and automated decision making including profiling. 

 

Article 15 states that in addition to the school, acting as data controller will provide the data subject 

with a copy of the personal data undergoing processing, the data subject is also entitled to the 

following information: 

a) “the purposes of the processing; 

b) the categories of personal data concerned; 

c) the recipients or categories of recipient to whom the personal data have been or will be 

disclosed, in particular recipients in third countries or international organisations; 

d) where possible, the envisaged period for which the personal data will be stored, or, if not 

possible, the criteria used to determine that period; 

e) the existence of the right to request from the controller rectification or erasure of personal 

data or restriction of processing of personal data concerning the data subject or to object to 

such processing; 

f) the right to lodge a complaint with a supervisory authority; 

g) where the personal data are not collected from the data subject, any available information as 

to their source; 

h) the existence of automated decision-making, including profiling, referred to in Article 22(1) 

and (4) and, at least in those cases, meaningful information about the logic involved, as well 

as the significance and the envisaged consequences of such processing for the data subject.” 

 

It is important to note that a request under Article 15 entitles a data subject to his/her own personal 

data. It does not entitle him/her to the personal data of any other person or people. The current 

position under the Data Protection Acts 1988 and 2003 is that section 4 does not compel a data 

controller “to disclose to a data subject personal data relating to another individual unless that other 

individual has consented to the disclosure; provided that, where the circumstances are such that it 

would be reasonable for the data controller to conclude that, if any particulars identifying that other 

individual were omitted, the data could then be disclosed as aforesaid without his being thereby 

identified to the data subject, the data controller shall be obliged to disclose the data to the data 

subject with the omission of those particulars”. Therefore, when dealing with any such request, John 

the Baptist C.S. will review the documentation and redact the personal data of third parties. If the 

School receives a data access request from someone other than the data subject, they will take 

immediate steps to ascertain whether the requester is acting on the authority of or with the 

permission of the data subject. Some exceptions for the provision of data for data requests do exist 

as set out in the draft clause 54 of the Bill. Legal advice will be sought by the school where needed. 

If a data request is received by the Gardaí, the school will seek advice from the Data Protection 

Commissioner and management bodies to ensure full compliance with legislation.  

 

 Redacting 

To protect that data of a third party, redacting may need to occur, i.e. the process of blacking or 

editing or material to limit access. This can be done by a number of methods, most notably digitally. 
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The school will never redact by simply physically drawing over/blanking out materials as this may 

become lightened with photocopies. Likewise, to ensure absolute security, the school has a policy to 

redact digitally when possible, then print and rescan the redacted sheets to guarantee data 

protection. Manual redacting will also be scanned and reprinted to ensure security.  

The faces of third party students will be blurred in video materials.  

 

 Privacy by design  

At its core, privacy by design calls for the inclusion of data protection from the onset of the designing 

of systems, rather than an addition. More specifically 'The controller shall...implement appropriate 

technical and organisational measures...in an effective way... in order to meet the requirements of 

this Regulation and protect the rights of data subjects'. Article 23 calls for controllers to hold and 

process only the data absolutely necessary for the completion of its duties (data minimisation), as 

well as limiting the access to personal data to those needing to act out the processing. At John the 

Baptist C.S., Data protection safeguards are taken into account at the planning stages of all 

developments in an effort to ensure privacy by design. The use and integration of Data Protection 

Impact Assessments (“DPIA”) will be extended and further embedded in practice in 2018/2019 where 

the processing, particularly where it utilises any new technologies, “is likely to result in a high risk” for 

the rights of individuals, having regard to the “nature, scope, context and purposes of the 

processing” (see Appendix for Sample DPIA). This will be taken into account in regards to the use of 

Virtual Learning Environments and shared digital locations.  

 

Content of a DPIA: 

Minimum content - Systematic description of the processing and its purposes, including, where 

applicable, the legitimate interest pursued by the controller: 

 Assessment of the necessity and proportionality of the processing 

 Assessment of the risks to the rights and freedoms of data subjects 

 Consider expectations of the individuals 

 Evaluate the level of risk, based on likelihood, and impact 

 The measures envisaged to address the risks 

 Including safeguards, security measures and mechanisms (e.g., pseudonymisation, 

anonymisation, encryption, local storage, access restriction, limiting retention) 

 Compliance with approved codes of conduct shall be taken into account 

 

Junior Cycle Profile of Achievement 

As part of the Framework for Junior Cycle (2015) the reporting process at junior cycle will culminate 

in the award of the JCPA to students. The JCPA is a new kind of award. It will replace the Junior 

Certificate from 2017. The JCPA will be awarded by the school to the student for the first time in late 

2017. The school will be able to print out the JCPA for each student.  It will report on student 

achievement across a broad range of areas of learning in junior cycle. The JCPA, alongside other 

reporting arrangements in junior cycle, will offer parents/guardians a clear, broad picture of their 

child’s learning journey over the three years of junior cycle. The school crest and signatures of the 

principal and year head will appear on the JCPA where the school provides these to the Department.  

It is required by data protection law that before schools commence processing of any personal data 

a school must first bring a privacy notice on how the student’s personal data will be processed to the 
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attention of parents/guardians. This has been included in the school journal to be signed and shared 

on the school website.  

 

 
JCPA Handbook 2017, pg. 17 

 

In order to save a full copy of the JCPA in 2017 including ‘other areas of learning, it will be necessary 

for schools, after generating the JCPA for each student, to scan a copy and retain electronically or 

alternatively keep a hard copy on file. No electronic copy will be saved by the school.  

At present, the parents/guardians of students studying Level 3 do not need to furnish the school with 

explicit written consent for their data to be shared to generate the JCPA. However, those studying at 

Level 2 or 1 must read the privacy notice (see Appendix for example) and sign a consent form issued 

by the DES/NCCA/JCT, as such JCPAs will feature sensitive data (SEN information). Currently, no 

student in the school is undergoing level 1 or 2. The Department will be updating the current web 

service to allow for the synchronisation of Junior Cycle Assessment data (not SEC data). The 

Department will be in contact with all Software Suppliers, prior to the update, to inform them that 

they will be required to update their software to allow for the syncing of data to take place. It should 

be noted that all updates to School Administration Software System is outside the control of the 

Department. 

The secure storage of CBA (Continuous Classroom Assessments) materials has also been given much 

thought and procedures are in place (See Appendix). The procedures around the recording CBAs are 

under review and the school is in contact with various bodies to ensure best practice.  

Third Party Providers 

When a third party comes to the School seeking information, the School must satisfy itself that the 

requesting party is entitled to the information and that there is a sound legal basis for the school 
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disclosing the information to them. Schools often receive requests for confidential information from 

official sources, such as Government Departments and other civil authorities. 

 

The Schools ensures that a proper written contract is in place in respect of any third party the School 

contracts with to process the data e.g. VSWare. This refers to the School’s IT support providers and 

many, many other parties. It is the school’s responsibility to ensure that “Where processing of 

personal data is carried out by a data processor on behalf of a data controller, the [it] shall 

a. ensure that the processing is carried out in pursuance of a contract in writing or in another 

equivalent form between the data controller and the data processor and that the contract 

provides that the data processor carries out the processing only on and subject to the 

instructions of the data controller and that the data processor complies with obligations 

equivalent to those imposed on the data controller by section 2(1)(d) of this Act, 

b. ensure that the data processor provides sufficient guarantees in respect of the technical 

security measures, and organisational measures, governing the processing, and 

c. take reasonable steps to ensure compliance with those measures”. 

 

Article 28 GDPR provides that “the controller shall use only processors providing sufficient 

guarantees to implement appropriate technical and organisational measures in such a manner that 

processing will meet the requirements of this Regulation and ensure the protection of the rights of 

the data subject”. Once appropriate due diligence has been undertaken to verify this legal 

requirement is satisfied, it needs to be clarified with the selected data processor that they are not 

permitted to engage another processor without prior specific or general written authorisation of the 

School. When entering into a written contract with the data processor, that contract must (inter alia) 

provide the following: 

a) that is binding on the data processor 

b) that sets out the subject-matter and duration of the processing, the nature and purpose of 

the processing, the type of personal data and categories of data subjects and the obligations 

and rights of the controller. 

c) That the data processor processes the personal data only on documented instructions from 

the controller, 

d) That the data processor ensures that persons authorised to process the personal data have 

committed themselves to confidentiality or are under an appropriate statutory obligation of 

confidentiality; 

e) That the data processor takes all measures required pursuant to Article 32;  

f) The processor respects the preconditions referred to Article 28(2) and (4) for engaging 

another processor; 

g) taking into account the nature of the processing, that the data processor assists the controller 

by appropriate technical and organisational measures, insofar as this is possible, for the 

fulfilment of the controller's obligation to respond to requests for exercising the data subject's 

rights laid down in Chapter III GDPR, 

h) that the data processor assists the controller in ensuring compliance with the obligations 

pursuant to Articles 32 to 36 taking into account the nature of processing and the information 

available to the processor; 
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i) at the choice of the controller, deletes or returns all the personal data to the controller after 

the end of the provision of services relating to processing, and deletes existing copies unless 

(Union or Member State law requires storage of the personal data); 

j)  that the data processor makes available to the controller all information necessary to 

demonstrate compliance with the obligations laid down in Article 28 GDPR and allow for and 

contribute to audits, including inspections, conducted by the controller or another auditor 

mandated by the controller. 

 

The school has been in contact with all Third party provides that process data, including social media 

outlets and have received assurances and written documentation ensuring compliance with GDPR. 

This will continue to be reviewed and monitored, in the light of legislation and advice from relevant 

bodies.  

 

Compliance 

Every effort is made at John the Baptist C.S. to comply fully with all relevant Data Protection 

legislation and procedures and to demonstrate such compliance.  

As part of such efforts, the school is currently undertaking a full audit of compliance using the 

template in Appendix Guidelines for GDPR Compliance in Schools. This audit will be completed in full 

by June 2018 and will form the basis of future development. Utilising such templates and others (see 

Appendix) provided by management bodies such as ACCS, a full inventory of Data Collection in John 

the Baptist Community in May 2018. This again will be deepened and extended in June 2018.  

 

Inventory of Data Collection at John the Baptist C.S. 

Type of Information – Format/Purpose 

A large amount of data is collected by the school over the course of its work:  

 Staff Records 

1. Names, addresses, contact details and PPS numbers.  

2. Attendance records.  

3. Details of work record (qualifications, classes taught, subjects and timetable)  

4. Copy of contracts in the case of staff.  

5. Probationary evaluation reports.  

6. Records of appointments to promotion posts  

7. Details of in-service attended  

8. Supervision and substitution details  

9. Medical Certificates furnished by Staff 

 

Format  

These are a combination of manual and computer records and are stored in the office either on the 

server or in the filing cabinets which have restricted access. 

 

Purpose for keeping such records  

They are kept for the following reasons:  

 for school administration purposes  
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 to make returns to the Department of Education and Skills  

 to facilitate the payment of staff  

 to facilitate the inspectorate  

 to develop each students to develop his/her full potential 

 to comply with legislative or administrative requirements 

 to ensure eligible students can benefit from relevant additional teaching or financial support 

 to support the provision of religious instruction 

 to enable parents/guardians to be contacted in the case of emergency  

 

 Student Records 

1. Name, address, contact details, PPS number and date of birth  

2. Names and addresses of parents/guardians and their contact details  

3. Mother's maiden name  

4. Country of birth  

5. Religious beliefs  

6. Membership of minority groups, where relevant  

7. Any relevant special conditions (special needs, health issues etc)  

8. Psychological assessments, where relevant.  

9. Standardised attainment test results  

10. Attendance records  

11. School reports and state examination grades  

12. Individual Education Plans, where applicable 

13. Learning support/Resource data such as progress reports, informal tests and targets attained.  

14. A record of subjects studied and levels. 

15. Any correspondence with home. 

16. Records of significant achievements  

17. Records of disciplinary issues and/or sanctions imposed, where applicable 

18. Records of serious injuries or accidents on school grounds or on school related activities  

19.  Portfolios of work and profiles 

20. Medical data and doctor details  

Format  

These are a combination of manual and computerised records and are stored in the school office 

with restricted access.  

 

Reasons for keeping such records  

 For administrative purposes  

 To facilitate contact with home  

 To facilitate returns to the Department of Education and Skills and the National Educational 

Welfare Board.  

 To provide information for parents and teachers  
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 To ensure eligible students can benefit from relevant additional resources  

 

 Board of Management Records 

1. Name, address and contact details of each member.  

2. Record in relation to appointments to the board 

3. Minutes of board of management meetings and correspondence to the board which may 

include references to particular individuals.  

Format  

These are in manual form and are stored in the office.  

 

Reasons for keeping such records  

 A record of board appointments 

 To enable contact to be made with members  

 To document decisions taken by the board. 

 

CCTV 

One example of a type of processing that could result in a high risk to the rights and freedoms of 

natural persons is CCTV surveillance, because CCTV recording can involve systematic monitoring of 

publicly accessible areas and can be intrusive. The use of CCTV must be justifiable, necessary, 

proportionate and reasonable in all the circumstances. The use of CCTV systems at John the Baptist 

C.S. is fair and transparent to all the individuals whose data may be collected by the system (e.g. 

students, staff etc). Prominent signage and an appropriate CCTV Policy in place (see Appendix). The 

Board of Management reviews the use of the CCTV system and policy periodically to ensure that its 

use is still justifiable and proportionate. The rationale for the installation for CCTV is clearly explained 

(i.e. security and Health and Safety) and is not used beyond that purpose. The CCTV Policy of John 

the Baptist C.S. is currently under review to reflect GDPR.  

 

Role of Data Protection Officer 

DPO appointment will be mandatory only for those controllers and processors whose core activities 

consist of processing operations which require regular and systematic monitoring of data subjects 

on a large scale or of special categories of data or data. It is expected therefore, that under GDPR 

that school may be required to appoint a DPO.  Importantly, the DPO: 

 Must be appointed on the basis of professional qualities and, in particular, expert knowledge 

on data protection law and practices 

 May be a staff member or an external service provider 

 Contact details must be provided to the relevant DPA 

 Must be provided with appropriate resources to carry out their tasks and maintain their 

expert knowledge 

 Must report directly to the highest level of management 

 Must not carry out any other tasks that could results in a conflict of interest. 

At present, the role of DPO will be fulfilled by N. Rafferty, school Principal, until further clarification is 

forthcoming.  
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Training/Staff Materials 

Training is provided regularly in relation to data protection. It is hoped that input will take place in 

September 2018 for the entire staff to outline in detail procedures under changing GDPR legislation 

BOM. On the 17th of May 2018, staff were introduced to the concept of GDPR at a staff meeting, and 

instructed in some Data Protection procedures using VSWare. All staff is encouraged to review 

materials and videos available on http://gdpr4schools.ie/. This website has been forwarded to all 

members of staff.  

Staffs were also briefed at a staff meeting on the 24th of August 2018. 

All staff handbook materials, training materials, internal practices and documented procedures, are 

reviewed annually to ensure that staff is trained as to how GDPR obligations are met in practice.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://gdpr4schools.ie/
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Breaches in Data Protection 

Do to the diligence and efforts of all staff members, it is hoped that no breaches in data protection 

may occur. However, in the unlikely event of such an event, the following procedures are to be 

followed: 

 The school must be the inform Data Protection Commissioner. All members of the school 

community should note that the reporting of a breach is mandatory under the GDPR. It is also 

important to note that the mere existence of a breach is considered to be significantly 

damaging to pursue legal recourse, while previously a loss of some kind would have had to be 

proven.  

 Under the GDPR, breach notification will become mandatory in all member states where a 

data breach is likely to “result in a risk for the rights and freedoms of individuals”. This must 

be done within 72 hours of first having become aware of the breach. Any delays must be 

justified any to the ODPC by way of reasoned justification. John the Baptist C.S. will notify the 

data subject, “without undue delay” after first becoming aware of a data breach, where the 

breach is likely to result in a ‘high risk’ to them. A ‘personal data breach’ is “a breach of 

security leading to the accidental or unlawful destruction, loss, alteration, unauthorised 

disclosure of, or access to, personal data transmitted, stored or otherwise processed”. The 

school will document any data breaches, comprising the facts relating to the personal data 

breach. 

 Further information about such procedures can be seen in the Personal Data Security Breach 

Code of Practice Form available on at http://dataprotectionschools.ie/en/Resources/. 

However, such documentation has not yet been updated to reflect GDPR.  

 See diagram/flowchart on page 21 for a detailed referral and process of action in the case of a 

breach.  

 

Links to Other Policies and to Curriculum Delivery 

 Child Protection 

 Guidance Plan 

 Counter-Bullying 

 Substance Use  

 Code of Behaviour 

 

Reviewing and Evaluating  

This policy will be reviewed in light of new guidelines or legislation, or feedback from 

parents/guardians, staff or students.  

 

  

http://dataprotectionschools.ie/en/Resources/
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Appendix: Template of Data Protection Statement 
 

Sample Data Protection Statement for inclusion on relevant forms when personal 

information is being requested 

 

 

The information collected on this form will be held by X school in manual and in electronic 

format. The information will be processed in accordance with the Data Protection Act, 1988 

and the Data Protection (Amendment) Act, 2003.  

 

The purpose of holding this information is ….. (School should insert the relevant information 

e.g. for administration, to facilitate the school in meeting the student’s educational needs etc.). 

  

Disclosure of any of this information to statutory bodies such as the Department of 

Education and Science or its agencies will take place only in accordance with legislation or 

regulatory requirements. Explicit consent will be sought from Parents/Guardians or students 

aged 18 or over if the school wishes to disclose this information to a third party for any 

other reason.  

 

Parents/Guardians of students and students aged 18 or over have a right to access the 

personal data held on them by the school and to correct it if necessary. 

 

I consent to the use of the information supplied as described.  

 

 

Signed Parent/Guardian: _________________________ 

 

 

Signed Student:  _________________________ 
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Appendix: Example Data Audit Sheet (ACCS) 

 

Category of 

Personal Data 

What type of data is 

collected? 

Why is the data 

collected? 

What is the basis 

processing the data? 

e.g. enrolment form, 

for application form, 

C.V, vetting, SEN, 

exam data etc 

e.g. Name, Date of 

Birth, Address, Phone, 

Email, PPSN etc. 

specify if special 

categories 

e.g. legal obligation, 

vital interest, appeal 

system, 

performance of 

employment 

contract? 

e.g. legal obligation, 

consent, vital interest, 

etc. 

    

    

 

How did the school 

obtain it? 

Where is the data 

kept? 

If stored 

electronically: 

Is the data 

encrypted? 

e.g. from 

parent/legal 

guardian directly 

from the data 

subject 

Paper file, electronic 

etc. 

Specify the system, 

where us the server 

hosted and specify if 

a service level 

Agreement is in 

place if applicable? 

 

    

    

 

Who has access to 

the data? 

Who is it shared 

with and on what 

basis? 

Has the data 

subject  

consented? 

How long will we or 

do we retain the 

data? 

   Refer to the data 

retention schedule 

    

    

 

Appendix: Sample Data Protection Impact Assessment (“DPIA”) 

 
Name of 

Project 

General name 

of the task 

process giving 

rise to risk 

Specific 

description of 

the source and 

the exact nature 

of the risk 

Potential 

privacy impact 

or damage 

Level of risk 

based on the 

likelihood of 

occurrence 

Alternative 

solutions and 

potential 

side-effects 
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Appendix: Compliance Checklist 

Please note the below checklist has not been updated to reflect GDPR. The new edition 
will be added when it becomes available.  

Compliance Checklist 
 
 
 
 
 
 
 
 
Objective: To create awareness around the responsibilities for schools with respect to Data Protection principles 
and the obtaining and use of personal data in a school context.  
Purpose: To allow school management to carry out a quick check on data protection compliance. 
Introduction 
School management bodies (primary and post-primary) have prepared this checklist to assist school management 
review how it handles personal data.  It should be of particular help to a school carrying out an audit of its 
compliance with the Data Protection Acts and specifically a school preparing and devising its Data Protection Policy.  

The Data Protection Acts impose the following obligations on all organisations that handle personal data1: 
 
Obtain and process information fairly 
Keep it only for one or more specified, explicit, and lawful purpose(s) 
Use and disclose it only in ways compatible with the purposes for which it was initially given   
Keep it safe and secure 
Keep it accurate, complete, and up-to-date 
Ensure that it is adequate, relevant, and not excessive 
Retain it for no longer than is necessary for the purpose or purposes for which it was initially given  
Give a copy of his/her personal data to an individual, on request. 
 
It is important that a school has procedures in place to ensure that it is compliant with these obligations in relation 
to all categories of personal data that it handles.  A school Data Protection Policy and supporting procedures should 
therefore always be documented.   
1. Inventory of Personal Data Holdings:  
Q. For the purposes of the inventory, have you conducted an audit of the various categories of personal data 
holdings in your school?  
YES................    NO............ 
 

For additional information see Important Terms in Data Protection and Sensitive Personal Data before 
answering this question. 
 
Q. Who holds the responsibility for the control of the data? 
Example:  Staff records held by ……. 
Payroll details held by………… 
Q. Is there a system for classifying information (e.g. sensitive, confidential) with corresponding levels of access to 
such information? 
2. Personal Data held by Schools:  
Definitions:  Personal data is data relating to a living individual who is or can be identified, either from the data or 
from the data in conjunction with other information that is in, or is likely to come into, the possession of the data 
controller. This can be a very wide definition, depending on the circumstances.  Sensitive personal data relates to 
specific categories of data which are defined as data relating to a person’s racial origin; political opinions or 
religious or other beliefs; physical or mental health; sexual life; criminal convictions or the alleged commission of an 

                                                 
1
 Personal data means any information that can be linked to a living individual.  The definition is deliberately broad. 

http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Data-Protection-Key-Terms/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Sensitive-Personal-Data/


29 

 

offence, any proceedings for an offence committed or alleged to have been committed by the data subject, the 
disposal of such proceedings or the sentence of any court in such proceedings; trade union membership. 
Classes of individuals about whom the school holds personal data include the following:  
Staff 
Students 
Parents 
 
Q. How do you obtain personal data?  
Example: Enrolment Form, CV/Application Form  
Q What types of personal data do you obtain? 
Example: Date of Birth, Mother’s Maiden Name 
Q. Do you record the Personal Public Service Number - PPSN? 
Example: Payroll 
Primary Level: Limited obligation, example Resource 
Post-Primary: Obligation, example, student personal identifier/October Returns  
 
Q. Do you explain to individuals why you are collecting particular items of personal data and the purpose for which 
you are going to use it (when this is not obvious) ? 
YES................    NO............ 
 
Q. Is verification documentation sought? If so, what happens to verification documentation? Is a copy made and 
retained for your records? 
Example: Garda Vetting, Teacher Registration 
 
Q. What procedures are in place to ensure that a person’s data is being recorded accurately? 
Answer: 
 
Q. Have you established the retention period for the personal data retained both in computer and manual form? 

For guidance, see the Records Retention Schedule.  
YES................    NO............ 
Action Item: 

Q.  Are records stored in a secure location? For guidance, see Storage & Security of Personal Data  
3. School Employees’ Personal Data:  
(Refer to Guidance on school records and retention periods 
Q.  How do you obtain personal data?  
Q. What types of personal data do you obtain? 
Q.  Do you explain to employees why you are collecting particular items of personal data and the purpose for 
which you are going to use it (when this is not obvious)? 
Q.  Is verification documentation sought? If so, what happens to verification documentation? 
Q.  What do you do with approved and rejected application forms? 
Q.  Are all details received input onto a computer system? 
Q.  What procedures are in place to ensure that a person’s data is being recorded accurately? 
Q.  For how long is personal data retained both in computer and manual form?  
Q.  How long are personnel files (computer and manual) held after the staff member has left employment? 
Q.   Is any employee monitoring taking place re usage of email and internet etc? If so, what information is 
provided to employees? Is there a policy in place setting out the terms of such monitoring and has it been brought 
to the attention of all staff?  
Q.   Are records stored in a secure location? 
 
4. Employee Sensitive Personal Data: 
(Refer to Important Terms in Data Protection and Sensitive Personal Data 

Q.  Do you process any sensitive personal data2? 

                                                 
2
 "Sensitive Personal Data" is defined in the Data Protection Acts as personal data relating to: racial or ethnic origin; political opinions or 

religious or philosophical beliefs; membership of a trade union; physical or mental health or condition or sexual life; commission or alleged 

http://www.dataprotectionschools.ie/Document-Library/Records%20Retention%20Schedule.doc
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Storage-Security/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Records-Retention/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Data-Protection-Key-Terms/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Sensitive-Personal-Data/
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Q.  Under what circumstances do you obtain sensitive data? 
Q.  Who has access to sensitive data? 
Q.  What constitutes a need to access medical data? 
Q.  Who determines which staff may gain access to the data? 
Q.  Is sensitive personal data transmitted internally/externally? 
Example: Vetting; Medmark 
Q.  In the case of sensitive personal data, have you sought explicit consent from the individual for the holding 
and or disclosure of such data? 
Q.  How is the data transmitted? Encrypted email? Secure fax? 
Q.  For how long is sensitive personal data retained in both computer and manual form?  
 
5. The School’s Student Records 
(Refer to Guidance on school records and retention periods and Records Retention Schedule  
Q.  How do you obtain personal data?  
Q.  What types of personal data do you obtain? 
Q.  Do you explain to parents/students why you are collecting particular items of personal data and the 
purpose for which you are going to use it (when this is not obvious)? 
Q.  Is verification documentation sought? If so, what happens to verification documentation? 
Q.  What specified purpose do you hold these student records for? 
Q.  Are all details received input onto a computer system? 
Q.  What procedures are in place to ensure that a student’s data is being recorded accurately? 
Q.  For how long is personal data retained both in computer and manual form?  
Q.  How long are student files (computer and manual) held after the student has left the school? 
Q.   Are records stored in a secure location? 
 
6. Student Sensitive Personal Data: 
 (Refer to Important Terms in Data Protection and Sensitive personal Data 

Q.  Do you process any sensitive personal data3? 
Q.  Under what circumstances do you obtain sensitive data? 
Q.  Who has access to sensitive data? 
Q.  What constitutes a need to access “medical data”/”social work data”? 
Q.  Who determines which staff may gain access to the data? 
Q. Is sensitive personal data transmitted internally/externally? 
Example: HSE, DES, NCSE, SENO, NEWB etc.  
Q.  In the case of sensitive personal data have you sought explicit consent from the individual 
parent/guardian/student for the holding and/or disclosure of such data? 
Q. How is the data transmitted? Encrypted email? Secure fax? 
Q.  For how long is sensitive personal data retained in both computer and manual form?  
 
7. ETB/Board of Management  
(Refer to Guidance on school records and retention periods) 
 Q.  How do you obtain personal data on board of management members?  
Q  What types of personal data do you obtain? 
Q.  For what purpose do you keep records for the appointment/nomination to the board? 
Q.  Do you explain to board members why you are collecting particular items of personal data and the purpose 
for which you are going to use it (when this is not obvious)? 
Q.  Are all details received input onto a computer system? 
Q.  What procedures are in place to ensure that a person’s data is being recorded accurately? 
Q.  For how long is personal data retained both in computer and manual form?  

                                                                                                                                                                              
commission of an offence and proceedings for an offence committed or alleged to have been committed by the data subject, the disposal of 
such proceedings or the sentence of any court in such proceedings.  
3
 "Sensitive Personal Data" is defined in the Data Protection Acts as personal data relating to: racial or ethnic origin; political opinions or 

religious or philosophical beliefs; membership of a trade union; physical or mental health or condition or sexual life; commission or alleged 
commission of an offence and proceedings for an offence committed or alleged to have been committed by the data subject, the disposal of 
such proceedings or the sentence of any court in such proceedings.  

http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Records-Retention/
http://www.dataprotectionschools.ie/Document-Library/Records%20Retention%20Schedule.doc
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Data-Protection-Key-Terms/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Sensitive-Personal-Data/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Records-Retention/
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Q.  How long are board members’ details (computer and manual) held after they cease to be members of the 
board? 
Q.  How are minutes of meetings and correspondence which may include references to particular individuals 
recorded?  
Q.   Are records stored in a secure location? 
Q.  Is sensitive documentation circulated for discussion at board of management meetings (e.g. child 
protection reports concerning employees) only circulated in hard copy at the beginning of such meetings and 
gathered up at the end to be stored in the DLP’s secure storage facility?  
Q.  At the end of a board of management term, are all documents relating to board of management business 
gathered up from members to be safely and securely destroyed?  
 
8. Requests for Access, Correction, Deletion:  
Refer to: Guidance on requests for access to information held and rectifying personal data held and the following 
forms:  Data Access Request Form and see the Personal Data Rectification Erasure Form  
Q.  How do you handle access requests received under the DP Acts?  
Q.  Are you clear as to what information you are obliged to release? 
Q.  Are you clear as to what information you are, in certain circumstances, prohibited from releasing (e.g. 
health data, social work data)? 
Q.  Do you ensure that all third party data is redacted before releasing the materials to a data subject?  
Q.  Are you clear as to what information you are, in certain circumstances, entitled to withhold from an access 
request? 
Q.  Where you withhold information from an access request, do you inform the data subjects of the reasons 
for this and advise them of their right to complain to the Office of the Data Protection Commissioner?  
Q.  Are employees/students/parents/guardians familiar with the process relating to making an access request? 

Q.  Are you in a position to respond to such a request within the statutory 21 or 40 day periods4? Does the 
response include reference to the right to complain to the Office of the Data Protection Commissioner? 
Q.  How do you check personal data for accuracy?  
Q.  Do you know how much of the personal data you hold is time-sensitive (i.e. likely to become inaccurate 
over time unless it is updated)?  
Q.  Do you take steps to ensure your databases are kept up-to-date?  
Q. What procedures are in place to amend or delete inaccurate or unnecessary data within 40 days of being 
notified of same? 
9. Transfers to Third Parties:  

(Refer to Third party service agreements and Transferring personal data abroad 
Q.  Do you transfer/disclose personal data to third parties, either on your own initiative or on request?  
Q.  Where the transfers are to Government Departments, are the transfers in compliance with the “Protection 
of the Confidentiality of Personal Data Guidance Notes” issued by the CMOD, Department of Finance, December 
2008?  
Q.  Are there procedural guidelines to deal with requests for personal data from third parties? 

Q.  Do these guidelines reflect careful consideration of the legal basis in the Data Protection Acts5 for the 
provision of such information to third parties? 
Q.  Do you inform employees/students/parents/guardians of such disclosures? 
Q.  Do you document all requests received and responses made? 
Q.  Where you transfer personal data to third parties to be processed by them (e.g. CCTV system operators, 
HR/payroll companies, cloud computing, archiving services etc.), do you have a service-level agreement/data 
processing agreement in place?  

Q.  Does the data processing agreement/service-level agreement comply with data protection law? See Third 

party service agreements  

                                                 
4
 21 days to provide a description of the personal data and the purposes for which they are kept (where the request is made under section 3 

of the Data Protection Acts); 40 days to provide a copy of the data (i.e. a request made under section 4 of the Data Protection Acts).  
5
 The default enabler under the Acts is the freely-given, informed consent of the individual data subject.  Another enabler would be where 

there is a legal obligation to provide the information (for example, payroll information to the Revenue Commissioners).  In other cases the 
law may permit, but not require, the disclosure of personal data - for example, to the Garda Síochána or to the Department of Social 
Protection for anti-fraud purposes.  In such cases, the organisation must make its own assessment of what personal data it would be justified 
in providing on a case-by-case basis. For further guidance and assistance, see State Institution Requests. 

http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Data-Access-Requests/
http://www.dataprotectionschools.ie/Document-Library/Data%20Access%20Request%20Form.doc
http://www.dataprotectionschools.ie/Document-Library/Personal%20Data%20Rectification%20Erasure%20Form.doc
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Third-Party-Service-Agreements/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Transferring-Personal-Data-Abroad/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Third-Party-Service-Agreements/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Third-Party-Service-Agreements/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Data-Access-Requests/State-Institutions-Requests-/
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Q.  Has the school’s Personal Data Security Breach Code of Practice been incorporated into the data processing 

agreement/service-level agreement in place with third party data processors? See Third party service 

agreements 
10. Retention and Disposal: 

Refer to: Storage & Security of Personal Data and Guidance on school records and retention periods  
Q.  Is there a clear policy on how long items of information are to be retained, taking account of legal 

requirements6?  
Q.  Do you purge your databases of data which you no longer need in a regular, safe and secure manner? 
Q.  Do you have a policy on the safe and secure disposal/deletion of personal data as soon as the purpose for 
which you obtained the data has been completed?  
Q.  Are the systems for the disposal of personal data secure? 
 
11. CCTV: 
Refer to link: Use of CCTV systems in schools   See also CCTV Policy Template 
Q.  Is CCTV in operation? 
Q.  If yes, are you aware of its possible limited usage? 
Q.  If no, but it is intended that a CCTV system be installed in the school, has a Privacy Impact Assessment been 
carried out (see the Appendix to the template CCTV policy) and have the staff, school community, students, parents 
etc. been consulted?  
Q.  Do you have a policy with regard to the operation of CCTV? 
Q.  What is the retention period for CCTV footage? 
Q.  Are equipment and tapes/discs stored securely? 
Q.  Who has access to CCTV images? 
Q.  Is CCTV used for reasons other than security? 
Q.  Is there appropriate signage in relation to CCTV? 
Q.  Have you ensured that the location and positioning of CCTV cameras complies with guidance issued by the 

Office of the Data Protection Commissioner? See Use of CCTV systems in schools and Guidelines issued by 

the Data Protection Commissioner 
Q.  Are employees/students/parents/guardians/visitors aware of the purpose of CCTV? 
Q.  Are you in a position to comply with data access requests for images/recordings made by the CCTV system?  
Q.  If the CCTV is monitored/run by a third party (external security company), do you have a written data 

processing agreement in place with them? See Third party service agreements 
12. Direct Marketing: 

Refer to link: Schools and Direct Marketing 
Q.        Are you aware of your obligations with respect to direct marketing? 
13. Contracts with Data Processors:  
Refer to links: Third party service agreements 
Q. Do you outsource any processing of personal data? 
Q.  How are individuals made aware that their personal data may be outsourced to a third party? 
Q.  Do you have written contracts in place with such data processors which comply with the Data Protection 

Acts? See Third party service agreements  
Q.  Has the school’s Personal Data Security Breach Code of Practice been incorporated into any data processing 
agreement/service-level agreement reached with data processors?  
 
14. The School’s Computer System & Security: 
Refer to links: Storage & Security of Personal Data and also Third party service agreements 
Q.  Does your school have computer usage guidelines (including internet and email usage, e.g. IT Acceptable 
Usage Policy) in place and are they up-to-date? Have the guidelines been brought to the attention of all staff 
members and are refresher training sessions given regularly?  
Q.  Are passwords (or other forms of authentication) in use? 
Q.  How often are passwords changed? 
Q.  Who can change a password? 
Q.  Are there access-level restrictions? 

                                                 
6
 e.g. Revenue Commissioners, authorisation from the Director of the National Archives. 

http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Third-Party-Service-Agreements/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Third-Party-Service-Agreements/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Storage-Security/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Records-Retention/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/CCTV/Use-of-CCTV-Systems-in-Schools/
http://www.dataprotectionschools.ie/Document-Library/CCTV%20Policy.doc
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/CCTV/Use-of-CCTV-Systems-in-Schools/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/CCTV/Guidelines-on-use-of-CCTV-Footage-/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/CCTV/Guidelines-on-use-of-CCTV-Footage-/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Third-Party-Service-Agreements/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Schools-Direct-Marketing/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Third-Party-Service-Agreements/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Third-Party-Service-Agreements/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Storage-Security/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Third-Party-Service-Agreements/
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Q.  Who assigns access levels? 
Q  If documents containing personal data are sent externally by email, are they encrypted or password 
protected? 
Q.  Is there a clear procedure governing the granting and removal of access for employees/students on 
enrolling and leaving the school?  
 
Removable Media: 
Q.  Are ports such as CD/USB drives enabled? Are such drives capable of copying files? 
Q.  In relation to the use of laptops, under what circumstances would personal data be held on them?  
Q.  Are laptops (and other portable devices storing personal data) password protected and appropriately 
encrypted? 
 
Remote Access:  
Q.  Do staff have remote access to IT systems containing personal data? 
Q.  Is the school authority confident that such access is secure and governed by documented procedures?  
Q.  Does the school system have a log/audit trail monitoring remote access?  
 
Network Security: 
Q.  What type of back-up system operates? 
Q.  Is there a set daily/weekly procedure? 
Q.  Where are back-ups kept?  Is this a secure location? 
Q.  Are all entry routes to server rooms / computer centre subject to security checks? 
Q.  Do existing measures relating to computerised data ensure that data may only be accessed by persons 
whose remit it is to access such data? 
Q.  Is there a log created of access to data?  Are audit trails kept to ensure that only those who need to have 
access to the data are accessing the data? 
Q.  Are patterns of abnormal usage identifiable? 
Q.  Where patterns of abnormal usage are identified, are staff aware of how to handle this and are they aware 
of their obligations under the school’s Personal Data Security Breach Code of Practice?  
Q.  What security measures are in place relating to facsimile transmissions? 
15. Awareness and Responsibility  

Refer to link:  Auditing through a Compliance Checklist  
Q.  How do you create awareness and responsibility amongst your personnel regarding the Data Protection 
Principles and the school’s Data Protection Policy?  
16. Governance: 

Refer to links: What is Data Protection and why is it important for schools and select Responsibilities on 

schools/ETBs as data controllers 
Q.  How is data protection compliance monitored throughout the school?  
Q.  Are internal audits of data protection compliance conducted regularly?  
 Q.  Who is responsible for implementing the Data Protection Policy? 
17. Data Security Breaches: 

Refer to link: Storage & Security of Personal Data and also Personal Data Security Breach Code of 

Practice Form and Third party service agreements 
Q.  Is school management aware of its reporting obligations under the Data Protection Commissioner's Code of 
Practice in relation to data breaches? 
Q.  Would your school be in a position to respond rapidly and appropriately to such a breach?  

 

 

 

 

 

 

 

 

 

http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Compliance-Audit/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Data-Protection-and-Schools/What-is-Data-Protection/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Data-Protection-and-Schools/Responsibilities-on-schools-ETBs-as-data-controllers/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Data-Protection-and-Schools/Responsibilities-on-schools-ETBs-as-data-controllers/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Storage-Security/
http://www.dataprotectionschools.ie/Document-Library/Personal%20Data%20Security%20Breach%20Code%20of%20Practice%20Form.doc
http://www.dataprotectionschools.ie/Document-Library/Personal%20Data%20Security%20Breach%20Code%20of%20Practice%20Form.doc
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Third-Party-Service-Agreements/
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Appendix: Guidelines for GDPR Compliance in Schools 
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Appendix: An Overview of the European General Data Protection Regulation (“GDPR”) 

Data Protection for Schools – towards GDPR readiness, Spring 2018 

Presented by: Marianne Matthews & Brian M. Matthews 

4.1 While GDPR introduces significant changes to data protection law, it builds on many of the established 

concepts set out in the Data Protection Acts 1988 and 2003. So many of the provisions should look and 

feel familiar to Schools who are already complying with the pre-existing law. 

4.2 There are certain privacy enhancements introduced by GDPR, specifically greater rights for data subjects. 

Some examples include (but are not limited to): 

 shifting the onus onto the organisation to “demonstrate compliance”; 

 greater emphasis on the principles of transparency and accountability; 

 enhanced data subject rights (access, right to be forgotten, right to object, etc) 

 and shortened time-frames within which to deal with these requests; 

 extensive record keeping obligations (Article 30); 

 the legal requirement to appoint a mandatory Data Protection Officer (“DPO”) in 

 certain circumstances; 

 a requirement to conduct data protection impact assessments (“DPIAs”) for 

 certain types of data processing; 

 a requirement to adopt internal policies and implement measures which meet the 

 principles of “privacy by design”/“privacy by default”; 

 mandatory notification of certain data breaches to the DPC within 72 hours (in 

 certain situations), and mandatory notification of certain data breaches to the 

 affected data subjects; 

 enhanced requirements in relation to “consent” (and in certain circumstances, 

 data controllers may no longer be entitled to rely on “consent” as a lawful basis 

 for the processing of personal data – discussed further in this paper); 

 the right for an individual to seek compensation (judicial remedy) for material or 

 non-material damage; and 

 increased financial penalties and fines for non-compliance12 

The DPC has been working hard on preparing awareness materials to assist organisations on meeting their 

GDPR obligations. There are some resources available on the DPC website13. It is also well worthwhile to have 

a look at the GDPR resources available on the website of the Information Commissioner’s Office in the UK 

(www.ico.org) 

4.3 Role of the Data Protection Commissioner: The Data Protection Commissioner’s role is to uphold the rights 

of individuals under the Data Protection Acts, to investigate complaints, and to investigate contraventions of 

the Acts. GDPR provides for a “supervisory authority” in each member state, and in Ireland this will be referred 

to as the “Data Protection Commission” (the “DPC”). GDPR requires the supervisory authority to “be responsible 

for monitoring the application of the regulation, in order to “protect the fundamental rights and freedoms of 

natural persons in relation to processing and to facilitate the free flow of personal data within the [European] 

Union”. 

Amongst other things, the role of the DPC will be to: 

a) monitor and enforce the GDPR; 

b) promote public awareness around the risks, rules, safeguards and rights in 

c) relation to processing; 

d) handle complaints; and 

e) conduct investigations. 

The DPC will have a considerable amount of powers under the GDPR, including the power to: 

a) issue warnings; 

b) issue reprimands; 

c) order a data controller or data processor to comply with a data subject’s 

d) requests; 

e)  to impose a temporary or definitive limitation, including a ban on processing; 

f) to order the rectification or erasure of personal data; and 

g) to impose administrative fines (see further below). 

 

http://www.ico.org/
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Appendix: CCTV Policy 

 

 

 

 

CCTV Policy. 

Under review 2017/2018 
 

1. Introduction 

 The purpose of the CCTV System Policy in John the Baptist Community School is to regulate 

the management, operation and use of the closed circuit television (CCTV) system in the 

school environs 

 The system comprises of a number of fixed dome internal and external cameras located 

around the school site. 

The Policy follows Data Protection Commissioner Guidelines and is drafted in conformity with the 

Data Protection Acts 1988 - 2003 

 The policy is drafted in consultation with all the education partners within the school 

community and is subject to review every 3 years 

 The System is owned and operated by the School and currently maintained by Prime 

Security, Cork 021-4377513 or 087-2204661 

2. Objectives of the System 

a. To protect the school buildings and their assets, as well as creating a mindfulness among the 

occupants that a surveillance security system is in operation to deter vandalism, theft and 

bullying 

b. To increase personal safety of staff, pupils and visitors and reduce the fear and incidence of 

crime 

c. To support the Gardaí in a bid to deter and detect crime 
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d. To assist in identifying, apprehending and prosecuting offenders 

e. To protect members of the public and private property 

f. To assist in managing the School 

g. To assist in relation to matters other than security, namely, the promotion of and compliance 

with Health and Safety standards and taking appropriate disciplinary measures, where so 

required 

h. The System will not be used to monitor staff conduct or performance, except where required 

to investigate the alleged commission of a crime 

 

3. Statement of Intent 

This policy applies to all personnel in and visitors to john the Baptist Community School and relates 

directly to the location and use for CCTV, the monitoring, recording and subsequent use of such 

recorded material 

 The School will treat the System and all information, documents and recordings obtained and 

used there from as data which may be deemed personal data requiring protection under the 

Acts 

 Cameras will be used to monitor activities within the school and environs gym, its car parks 

and other public areas 

 Maintenance Staff have been instructed that static cameras are not to focus on private 

homes, gardens and other areas of private property. Where necessary filters will be used.  

 Unless an immediate response to events is reasonably required, staff must not directly focus 

cameras singularly at an individual, their property or a specific group of individuals, without 

an authorisation being obtained using the school's form for Directed Surveillance to take 

place, as set out in the Regulation of Investigatory Power Act 2000 

 Materials or knowledge secured as a result of the use of the System will not be used for any 

commercial purpose. The recorded images shall be stored on a hard drive which will only be 

released to the Gardaí or other third parties for use in the investigation of a specific crime and 

with the written authority of the Garda Siochana. DVD's containing personal data will never be 

released to the media or other third parties for any purpose that is not permitted under the 

Policy without the Data Subject's consent 

 The planning and design of the System has endeavoured to ensure that it will give maximum 

effectiveness and efficiency insofar as is reasonably practicable but it s not possible to 

guarantee that the System will cover or detect every single incident taking place in the areas 

of coverage 

 Warning signs, as required by the Code of Practice of the Data Protection Commissioner have 

been placed at main access routes to the school grounds to inform all persons who may be 

deemed Data Subjects, of the operation of the CCTV System. 

4 Operation of the system 

 For the purposes of the Data Protection Acts 1988 - 2033 the Data Controller will be John the 

Baptist Community School. In practice, the System will be managed by the Principal and/or 

Deputy Principal, in accordance with the principles and objectives expressed in the Policy 
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 The day-to-day management will be the responsibility for the Principal/Deputy Principal, 

caretakers and maintenance staff as approved by the Principal. Other personnel may also be 

authorised by the Principal to view recorded images for the purposes outlined in this policy 

 The "Control Centre" will be located in the Principal's Office and will only be staffed by the 

School's authorised security and caretaking staff who shall also adhere to the Policy.  

 The System will be operated 24hours each day, every day of the year, except for periods of 

breakdown or necessary maintenance. 

 

5. Control Centre 

 The Principal's office is where the system is installed and from where it is controlled. The 

Principal and/or Deputy Principal will check and confirm the efficiency of the System regularly 

and in particular that the equipment is properly recording and that cameras are functional. 

The recording equipment is password protected 

 If out of hours emergency maintenance arises, the caretaking staff must be satisfied of the 

identity and purpose for contractors before allowing access to the Control Centre 

 At the end of the working day when the Principal/Deputy Principal is absent and the office is 

not manned it will be kept locked 

 Emergency procedures will be used in appropriate cases to call the Emergency Services. 

 

6. Monitoring procedures 

Monitoring for security purposes will be conducted in a professional, ethical and legal manner and 

any diversion of the use of CCTV security technologies and personnel for other purposes is 

prohibited by this policy e.g., CCTV monitoring of political or religious activities, or employee and/or 

student evaluations would undermine the acceptability of the resources for use regarding critical 

safety and security objectives and is therefore prohibited by this policy 

Information obtained through video monitoring may only be released when authorized by the 

Principal, following consultation with the chairperson of the Board of Management. CCTV monitoring 

of public areas, for security purposes, will be conducted in a manner consistent with all existing 

policies adopted by the Board of Management including Non- discrimination Policy, Bullying and 

Harassment in the Workplace Policy, Sexual Harassment Policy and other relevant policies including 

the provisions set down in Equality and other Education related legislation. 

The Industry code of practice for video monitoring prohibits monitoring based on the characteristics 

and classifications contained in Equality and other related legislation e.g. race, gender, sexual 

orientation, national origin, disability etc., 

 Camera surveillance will be maintained at all times 

 Cameras are installed in the following areas and will be used only in accordance with this 

policy:  

 Reception Areas 

 Assembly Areas 

 Corridors, Extensions 

 Entrance doors of main school building 
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 External Public Areas 

All external Auxiliary Buildings 

7. Video Recording Procedures 

 Recordings are initially made to a hard disk which is located in the Principal's office. The 

equipment is programmed to delete images after approx 14 days automatically. Data can be 

recorded on to DVD's for specific purposes in accordance with this policy and with the 

authorisation of the Principal. Such DVD's will be stored in a locked cabinet. 

 In order to maintain and preserve the integrity of the DVD;s used to record events from the 

hard drive and the facility to use them in any future proceedings, the following procedures for 

their use and retention must be strictly adhered to: 

i. Each DVD must be identified by a unique mark. (Date) 

ii. Use new DVD for each recording 

iii. The authorised person shall register the Date and Time of DVD insert, including 

DVD reference. 

iv. A DVD required for evidential purposes must be signed for by the Gardaí 

v.If the DVD is archived the reference must be noted 

 DVD's may be viewed by the Gardaí for the prevention and detection of crime 

 A record will be maintained of the release or viewing of DVD's to the Gardaí or other 

authorised persons. A register will be maintained for this purpose. 

 Should a DVD be required as evidence, a copy may be released to the Gardaí under the 

procedures described in the Policy. DVD's will only be released to the Gardaí on the clear 

understanding that the recording remains the property of the School, and both the DVD and 

information contained on it are to be treated in accordance with this code. The School also 

retains the right to refuse permission for the Gardaí to pass to any other person the DVD or 

any part of the information contained thereon. On occasions when a Court required the 

release of an original DVD this will be produced from the secure evidence DVD store, 

complete in its sealed bag 

 The Gardaí may require the school to retain the stored DVD's for evidence in the future. Such 

DVD’s will be properly indexed and properly and securely stored until they are needed by the 

Gardaí 

 In respect of DVD's not required to be retained for security, crime detection or other 

legitimate purposes, the School will ensure its best endeavours are used to safely and 

properly dispose of  the contents of the DVD's after 28 days 

 Applications received from outside bodies (e.g. Solicitors) to view or release personal data 

stored on DVD's and held by the School will be referred to the Principal. In these 

circumstances a copy of relevant DVD will normally be made available for viewing or released 

where satisfactory documentary evidence is produced showing that they are required for 

legal proceedings, a subject access request, or in response to a Court Order. A fee can be 

charged in such circumstances: €6.35 for subject access requests 
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8. Breaches of the Policy (including breaches of security) 

 Any breach of the Policy by the School staff or any other person with responsibility under the 

Policy will be initially investigated by the Principal, in order for him to take the appropriate 

disciplinary action. 

 Any serious breach of the Policy will be immediately investigated and an independent 

investigation will be carried out by nominees of the Principal to make recommendations on 

how to remedy the breach 

 

9. Assessment of the System 

Performance monitoring, including random operating checks, will routinely be carried out by the 

principal 

10. Complaints 

 Any complaints about the School's CCTV system should be addressed to the Principal 

 Complaints will be investigated in accordance with the Policy 

 Any person who might be deemed a Data Subject in relation to the System shall be at liberty 

to make a complaint directly to the office of the Data Protection Commissioner, Canal House, 

Station Road, Portarlington, Co. Laois. 

 

11. Access by the Data Subject 

The Acts provide Data Subjects (individuals to whom "personal data" relate) with a right of access to 

personal data held about themselves (including images recorded by the System and stored on 

DVD's) under the terms of the Acts 

Requests by Data Subjects for such access should be made in writing to the Principal.  

The form of access granted may consist of facilities being offered at the School promises to view the 

relevant personal data or the release of a copy DVD storing the relevant personal data 

 

12. Public Information 

Copies of the Policy can be made available to the public from the School Office and the Principal on 

request 

 

Summary of Key Points 

 The CCTV system is owned and operated by the school 

 The Control Room will be secure at all times 

 Recording DVD's will be used properly and maintained and preserved and witnessed and 

packaged before copies are released to the Gardaí 

 DVD's will not be made available to the media or third parties generally for commercial or 

entertainment use 

 DVD's will be disposed of securely 

 Any breaches of the Policy will be investigated by the Principal. An independent investigation 

will be carried out for serious breaches 

Breaches of the Policy and remedies will be reported to the Principal 
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Appendix: Records Retention Schedule  

 

Retention of Records 

Schools and ETBs as data controllers must be clear about the length of time for which personal data 

will be kept and the reasons why the information is being retained. In determining appropriate 

retention periods, regard must be had for any statutory obligations imposed on a data controller. If 

the purpose for which the information was obtained has ceased and the personal information is no 

longer required, the data must be deleted or disposed of in a secure manner. It may also be 

anonymised to remove any personal data. Anonymisation must be irrevocable; removing names and 

addresses may not necessarily be sufficient.  In order to comply with this legal requirement, John the 

Baptist C.S. has assigned specific responsibility and introduced procedures for ensuring that files are 

purged regularly and securely and that personal data is not retained any longer than is necessary.   

All records will be periodically reviewed in light of experience and any legal or other relevant 

indications. 

IMPORTANT: In all cases, schools should be aware that where proceedings have been initiated, are 

in progress, or are reasonably foreseeable (although have not yet been taken against the 

school/board of management/an officer or employee of the school (which may include a volunteer)), 

all records relating to the individuals and incidents concerned should be preserved and should under 

no circumstances be deleted, destroyed or purged.  The records may be of great assistance to the 

school in defending claims made in later years.   

WARNING: In general, the limitation period does not begin to run until the person concerned 

acquires knowledge of the facts giving rise to the claim and the Statue of Limitations may be 

different in every case. In all cases where reference is made to “18 years” being the date upon which 

the relevant period set out in the Statute of Limitations commences for the purposes of litigation, the 

school must be aware that in some situations (such as the case of a student with special educational 

needs, or where the claim relates to child sexual abuse, or where the student has not become aware 

of the damage which they have suffered, and in some other circumstances), the Statute of 

Limitations may not begin to run when the student reaches 18 years of age and specific legal 

advice should be sought by schools on a case-by-case basis.  In all cases where retention periods 

have been recommended with reference to the relevant statutory period in which an individual can 

make a claim, these time-frames may not apply where there has been misrepresentation, deception 

or fraud on the part of the respondent/defendant.  In such a circumstance, the school/ETB should be 

aware that the claim could arise many years after the incident complained of and the 

courts/tribunals/employment fora may not consider the complainant to be “out of time” to make 

their claim.   
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Student Records C&C Final 

disposition 

Comments 

Registers/Roll books Indefinitely N/A Indefinitely.  Archive when class leaves + 2 years 

State exam results N/A N/A  SEC responsibility to retain, not a requirement for school/ETB 

to retain. 
 

Records relating to 

pupils/students 

 

C&C Confidential 

shredding 

Comments  

Enrolment Forms Student 

reaching 18 

years + 7 years  

Confidential 

shredding 

18 is age of majority plus 7 years (6 years in which to take a 

claim against the school, plus 1 year for proceedings to be 

served on the school)  

Student transfer 

forms (Applies from 

primary to primary;  

from one second-level 

school to another) 

Student 

reaching 18 

years + 7 years  

Confidential 

shredding 

Student reaching 18 years + 7 years (6 years in which to take 

a claim against the school, plus 1 year for proceedings to be 

served on the school) 

Disciplinary notes Never destroy N/A Never destroy  

Results of in-school 

tests/exams (i.e. end 

of term, end of year 

exams, assessment 

results) 

Student 

reaching 18 

years + 7 years  

Confidential 

shredding 

18 is age of majority plus 7 years (6 years in which to take a 

claim against the school, plus 1 year for proceedings to be 

served on the school).  

End of term/year 

reports 

Student 

reaching 18 

years + 7 years  

Confidential 

shredding 

18 is age of majority plus 7 years (6 years in which to take a 

claim against the school, plus 1 year for proceedings to be 

served on the school) 

Records of school 

tours/trips, including 

permission slips, 

itinerary reports 

Never destroy  N/A Never destroy  

 

Scholarship 

applications e.g. 

Gaeltacht, book rental 

scheme  

Student 

reaching 18 

years + 7 years  

Confidential 

shredding 

18 is age of majority plus 7 years (6 years in which to take a 

claim against the school, plus 1 year for proceedings to be 

served on the school) 

Garda vetting form & 

outcome - STUDENTS 

Record of 

outcome 

retained for 12 

months.  

Confidential 

shredding 

Record of outcome retained for 12 months. School to retain 

the reference number and date of disclosure on file, which 

can be checked with An Garda Siochana in the future.   
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Sensitive Personal 

Data Students 

C&C Final 

disposition 

Comments 

Psychological 

assessments 

Indefinitely N/A - Never 

destroy 

Never destroy 

Special Education 

Needs’ files, reviews, 

correspondence and 

Individual Education 

Plans 

Indefinitely N/A Never destroy 

Accident reports Indefinitely N/A Never destroy 

Child protection 

records 

Indefinitely N/A Never destroy 

Section 29 appeal 

records 

Student 

reaching 18 

years + 7 years  

Confidential 

shredding 

Student reaching 18 years + 7 years (6 years in which to take 

a claim against the school, plus 1 year for proceedings to be 

served on the school)  

Enrolment/transfer 

forms where child is 

not enrolled or 

refused enrolment 

Student 

reaching 18 

years + 7 years  

Confidential 

shredding 

Student reaching 18 years + 7 years (6 years in which to take 

a claim against the school, plus 1 year for proceedings to be 

served on the school) 

Records of complaints 

made by parents/ 

guardians  

 

Depends 

entirely on the 

nature of the 

complaint.  

 

Confidential 

shredding or 

N/A, depending 

on the nature 

of the records.  

Depends entirely on the nature of the complaint. If it is child-

safeguarding, a complaint relating to teacher-handling, or an 

accident, then retain indefinitely. Never destroy. If it is a 

complaint of a more mundane nature (e.g. misspelling of 

child’s name, parent not being contacted to be informed of 

parent-teacher meeting) or other minor matter, then student 

reaching 18 years + 7 years (6 years in which to take a claim, 

and 1 year for proceedings to be served on school) 

 

Staff Records C&C Final 

disposition 

Comments 

Recruitment process 

Note:  these suggested retention periods 

apply to unsuccessful candidates only. 

They do NOT apply to successful 

candidates, or candidates who are/were 

also employees already within your 

school applying for another 

post/position. For successful candidates, 

or candidates who are/were also 

employees already within your school 

applying for another post/position, see 

retention periods set out below.   

 Confidential 

shredding  

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken. 

Applications & CVs of candidates called 

for interview 

  Confidential 

shredding 

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken.   

Database of applications   Confidential 

shredding 

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken.   

Selection criteria   Confidential 

shredding 

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken.   

Applications of candidates not 

shortlisted 

  Confidential 

shredding 

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken.   
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Staff Records C&C Final 

disposition 

Comments 

Recruitment process 

Note:  these suggested retention periods 

apply to unsuccessful candidates only. 

They do NOT apply to successful 

candidates, or candidates who are/were 

also employees already within your 

school applying for another 

post/position. For successful candidates, 

or candidates who are/were also 

employees already within your school 

applying for another post/position, see 

retention periods set out below.   

 Confidential 

shredding  

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken. 

Applications & CVs of candidates called 

for interview 

  Confidential 

shredding 

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken.   

Database of applications   Confidential 

shredding 

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken.   

Selection criteria   Confidential 

shredding 

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken.   

Applications of candidates not 

shortlisted 

  Confidential 

shredding 

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken.   

Unsolicited applications for jobs   Confidential 

shredding 

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken.   

Candidates shortlisted but unsuccessful 

at interview 

  Confidential 

shredding 

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken.   

Candidates shortlisted and are 

successful but do not accept offer 

  Confidential 

shredding 

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken.   

Interview board marking scheme & 

board notes 

  Confidential 

shredding 

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken.   

Panel recommendation by interview 

board 

  Confidential 

shredding  

18 months from close of competition: 12 

months from close of competition plus 6 

months for the Equality Tribunal to inform 

the school that a claim is being taken.   

 

Staff personnel files (whilst in 

employment)  

C&C Final 

Disposition  

 

Comments  

e.g. applications, qualifications, 

references, recruitment, job 

specification, contract, Teaching Council 

registration, records of staff training etc.   

 Confidential 

shredding.  

Retain an 

anonymised 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 
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sample for 

archival 

purposes. 
 

Application &/CV   Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

Qualifications   Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

References   Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

Interview: database of applications (the 

section which relates to the employee 

only) 

  Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

Selection criteria    Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

Interview board marking scheme & 

board notes  

  Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

Panel recommendation by interview 

board  

  Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

Recruitment medical   Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

Job specification/ 

description 

  Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

Contract/Conditions of employment   Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

Probation letters/forms   Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

POR applications and correspondence 

(whether successful or not) 

  Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

Leave of absence applications  Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

Job share   Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 
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Career Break   Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

Maternity leave   Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school) 

Paternity leave   Confidential 

shredding 

Retain for 2 years following 

retirement/resignation or the duration of 

employment plus 7 years (6 years in which 

to take a claim against the school, plus 1 

year for proceedings to be served on the 

school) (whichever is the greater).   

Parental leave   Confidential 

shredding 

Must be kept for 8 years - Parental Leave 

Act 1998 

Retain for 8 years or the duration of 

employment plus 7 years (6 years in which 

to take a claim against the school, plus 1 

year for proceedings to be served on the 

school) (whichever is the greater).  There is 

a statutory requirement to retain for 8 

years. 

Force Majeure leave   Confidential 

shredding 

Retain for 8 years or the duration of 

employment plus 7 years (6 years in which 

to take a claim against the school, plus 1 

year for proceedings to be served on the 

school) (whichever is the greater).  There is 

a statutory requirement to retain for 8 

years. 

Carers leave   Confidential 

shredding 

Must be kept for 8 years - Carer's Leave 

Act 2001 

Retain for 8 years or the duration of 

employment plus 7 years (6 years in which 

to take a claim against the school, plus 1 

year for proceedings to be served on the 

school) (whichever is the greater).  There is 

a statutory requirement to retain for 8 

years 

 

Working Time Act (attendance hours, 

holidays, breaks) 

  Confidential 

shredding 

Retain for duration of employment plus 7 

years (6 years in which to take a claim 

against the school, plus 1 year for 

proceedings to be served on the school). 

There is a statutory requirement to retain 

for 3 years 

Allegations/complaints   ETB one doesn’t 

have a time 

period advised 

Retain for duration of employment plus 7 

years (6 years to take a claim, plus 1 year 

for proceedings to be served).  Please 

note the relevant DES Circular re 

Disciplinary Procedures in relation to the 

period of time for which a warning 

remains “active” on an employee’s record.  

Grievance and Disciplinary records    Retain for duration of employment plus 7 

years (6 years to take a claim, plus 1 year 

for proceedings to be served).  Please 

note the relevant DES Circular re 

Disciplinary Procedures in relation to the 
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period of time for which a warning 

remains “active” on an employee’s record.  

 

Occupational Health 

Records 
C&C Confidential 

Shredding 

Comments 

Sickness absence 

records/certificates  

  Confidential 

shredding 

Or do not 

destroy.  

Re sick leave scheme (1 in 4 rule) ref DES C/L 0060/2010 

Retain for 7 years (6 years in which to take a claim against 

the school, plus 1 year for proceedings to be served on the 

school), unless sickness absence relates to an accident/ 

injury/ incident sustained in relation to or in connection with 

the individual’s duties within the school, in which case, do 

not destroy. 

Pre-employment 

medical assessment 

  Confidential 

shredding 

 

Or do not 

destroy? 

Retain for 7 years (6 years in which to take a claim against 

the school, plus 1 year for proceedings to be served on the 

school), unless sickness absence relates to an accident/ 

injury/ incident sustained in relation to or in connection with 

the individual’s duties within the school, in which case, do 

not destroy. 

Occupational health 

referral 

  Confidential 

shredding 

 Or  

Do not destroy.  

Retain for 7 years (6 years in which to take a claim against 

the school, plus 1 year for proceedings to be served on the 

school), unless sickness absence relates to an accident/ 

injury/ incident sustained in relation to or in connection with 

the individual’s duties within the school, in which case, do 

not destroy. 

Correspondence re 

retirement on ill-

health grounds 

  Confidential 

shredding 

Or  

Do not destroy.  

Retain for 7 years (6 years in which to take a claim against 

the school, plus 1 year for proceedings to be served on the 

school), unless sickness absence relates to an accident/ 

injury/ incident sustained in relation to or in connection with 

the individual’s duties within the school, in which case, do 

not destroy. 

Accident/injury at 

work reports 

  Confidential 

shredding 

Retain for 10 years, or the duration of the employment plus 

7 years (6 years in which to take a claim against the school, 

plus 1 year for proceedings to be served on the school), 

whichever is the greater (unless sickness absence relates to 

an accident/ injury/ incident sustained in relation to or in 

connection with the individual’s duties within the school, in 

which case, do not destroy). 

Medical assessments 

or referrals 

  Confidential 

shredding 

Or 

Do not destroy.  

Retain for 7 years (6 years in which to take a claim against 

the school, plus 1 year for proceedings to be served on the 

school), unless Medmark assessment  relates to an accident/ 

injury/ incident sustained in relation to or in connection with 

the individual’s duties within the school, in which case, do 

not destroy. 

Sick leave records 

(sick benefit forms) 

  Confidential 

shredding 

In case of audit/refunds, Current year plus 7 years (6 years in 

which to take a claim against the school, plus 1 year for 

proceedings to be served on the school) 

 

 

Superannuation 

/Pension 

/Retirement records 

C&C Final 

Disposition 
Comments 

Records of previous 

service (incl. 

correspondence with 

previous employers) 

  N/A DES advises that these should be kept indefinitely.   

Pension calculation   Confidential 

shredding 

Duration of employment + 7 years (6 years in which to take a 

claim against the school, plus 1 year for proceedings to be 

served on the school) or for the life of employee/former 

employee plus + 7 years (6 years in which to take a claim 
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against the school, plus 1 year for proceedings to be served 

on the school)  (whichever is the longer)  

Pension increases 

(notification to Co. 

Co.) 

  Confidential 

shredding 

Duration of employment + 7 years (6 years in which to take a 

claim against the school, plus 1 year for proceedings to be 

served on the school) or for the life of employee/former 

employee plus + 7 years (6 years in which to take a claim 

against the school, plus 1 year for proceedings to be served 

on the school)  (whichever is the longer)  

Salary claim forms   Confidential 

shredding 

Duration of employment + 7 years (6 years in which to take a 

claim against the school, plus 1 year for proceedings to be 

served on the school) or for the life of employee/former 

employee plus + 7 years (6 years in which to take a claim 

against the school, plus 1 year for proceedings to be served 

on the school)  (whichever is the longer)  

 

Government returns C&C Final 

disposition 

Comments 

Any returns which 

identify individual 

staff/pupils,   

 N/A Depends upon the nature of the return.  If it relates to 

pay/pension/benefits of staff, keep indefinitely as per DES 

guidelines.  If it relates to information on students, e.g. 

October Returns, Annual Census etc., keep in line with 

“Student Records” guidelines above.   

 

Board of 

Management 

Records 

C&C Final 

disposition 

Comments 

Board agenda and 

minutes 

  N/A Indefinitely.  These should be stored securely on school 

property  

School closure    On school closure, records should be transferred as per 

Records Retention in the event of school 

closure/amalgamation.  A decommissioning exercise should 

take place with respect to archiving and recording data. 

Other school based 

reports/minutes 

C&C Final 

disposition 

Comments 

CCTV recordings    Safe/secure 

deletion.  

28 days in the normal course, but longer on a case-by-case 

basis e.g. where recordings/images are requested by An 

Garda Síochána as part of an investigation or where the 

records /images capture issues such as damage/vandalism to 

school property and where the images/recordings are 

retained to investigate those issues.    

Principal’s monthly 

report including staff 

absences 

  N/A Indefinitely.  Administrative log and does not relate to any one 

employee in particular:  the monthly reports are not 

structured, either by reference to individuals or by reference 

to criteria relating to individuals, in such a way that specific 

information relating to a particular individual is readily 

accessible.  Not a “relevant filing system”.  

Financial Records Comments 

Audited Accounts  Indefinitely  

Payroll and taxation Revenue Commissioners require that records be kept for at least six years after the end of the tax 

year.  Records must be made available for inspection by authorised officers of the Revenue 

Commissioners or of the Dept. of Social Protection.  

Note: The DES requires of schools that “pay, taxation and related school personnel service records 

should be retained indefinitely within the school. These records can be kept either on a manual or 

computer system. 

Invoices/back-up 

records/receipts 

Retain for 7 years 

 

http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Records-Retention/School-Closure-Amalgamation/
http://www.dataprotectionschools.ie/en/Data-Protection-Guidelines/Records-Retention/School-Closure-Amalgamation/
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Promotion process 

 

C&C Final 

Disposition 

Comments  

Posts of 

Responsibility 

  N/A Retain indefinitely on master file as it relates to pay/pension 

etc. (See DES guidelines) 

Calculation of service   N/A Retain indefinitely on master file  

Promotions/POR 

Board  master files 

  N/A Retain indefinitely on master file  

Promotions/POR 

Boards assessment 

report files 

  N/A Retain original on personnel file in line with retention periods 

in “Staff Records” retention guidelines above   

POR appeal 

documents 

  N/A Retain original on personnel file, and copy of master & appeal 

file. Retain for duration of employment + 7 years (6 years in 

which to take a claim, plus 1 year to serve proceedings on 

school). Copy on master and appeal file. 

Correspondence from 

candidates re 

feedback 

  N/A Depends upon nature of feedback. If feedback is from 

unsuccessful candidate who is not an employee within the 

school, keep in line with retention periods in “Staff Records” 

above.  If feedback is from successful candidate or from 

unsuccessful candidate who is already an employee within the 

school, keep in line with “Staff personnel while in employment” 

above.  
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Appendix: Storage of work CBAs  

 

 
Storage/recording of student work for Junior Cycle Framework. 

Please be advised that this is a working document and is subject to change. 

1. Any student work that forms a percentage grade of their terminal result, e.g. the assessment task in 

English, must be kept by the subject department. 

2. All such assessment tasks are to be stored in a secure filing cabinet in the Deputy Principal's office 

until the day of the terminal exam in June.  

3. Descriptor modules e.g. for CBA/EEIs, especially those that teachers have been directed to return 

to the students, the school must keep a sample of these i.e. four per teacher with one from each 

descriptor level (Perhaps the samples that you have chosen for the SLAR meeting). These 

samples/photocopies of samples are to be collected by the department head and stored in a secure 

filing cabinet in the Deputy Principal's office. 

4. If a recording takes place, please ensure that the same exam conditions are put in place for each 

student. Therefore, all students should be recorded. This may differ from suggestions given by 

input given to subject areas. However, JTBCS has decided that within the school, all students 

should have identical experiences. This is in the interest of fairness.  

5. All digital recordings are to be stored on an external hard-drive for each department that will be 

stored in the secure filing cabinet in Deputy Principal's office. No recordings should be stored on a 

device, especially a personal device of a teacher.  

6. All of these recordings are to be backed up on secondary hard drive stored in the secure filing 

cabinet in the Deputy Principal's office.  

7. Individual teachers of English may store the CBAs themselves but the school must again retain 

the samples from each descriptor level (These maybe the samples that were chosen for the SLAR 

meetings) 

 

Technically we have had no directions as to storage time or whether we store student work. However, 

JTBCS has decided to save such materials until the student has left the school i.e. 3 years. 

If there are any further directions from the JCT or from your specific subject areas please inform 

Rachel/Liz and we can amend this working document to reflect these changes. 
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Appendix: Privacy Notice JCPA  

PRIVACY NOTICE - Junior Cycle Profile of Achievement Award 
For the information of parents/guardians of students who will receive a Junior Cycle 
Profile of Achievement (JCPA) award in 2017  
Introduction 
It is required by data protection law that before schools commence processing of any personal 
data a school must first bring a privacy notice on how the student’s personal data will be 
processed to the attention of parents/guardians. This privacy notice relates to those students who 
have undertaken Junior Cycle at Level 2 of the National Qualifications Framework. Junior Cycle 
Level 2 Learning Programmes are designed for students with particular special educational 
needs and is broadly aligned to Level 2 of the National Framework for Qualifications (NFQ).  
 
Process 
One of the functions of the Department of Education and Skills is to provide support services to 
recognised schools. In recent years the Department has developed the Post-Primary Online 
Database (PPOD) to assist schools in recording and processing details of students enrolled in 
post-primary schools.  
This document sets out the information in relation to how students’ personal data held on the 
Department’s Post-Primary Online Database (PPOD7) will be used to produce the Junior Cycle 
Profile of Achievement (JCPA). The JCPA will replace the Junior Certificate award from 2017. 
The JCPA will be awarded by the school to the student for the first time in late 2017.  
The diagram below shows how the student data will be shared in order to produce a JCPA for 
every student.  
 

 

                                                 
7
 Please see separate Privacy Notice on general use of P-POD at https://www.education.ie/en/Schools-

Colleges/Services/Returns/Post-Primary-Online-Database-P-POD-Project/Data-Protection.html 
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Schools will be enabled to record additional student data, see Appendix A, on PPOD for the 
purpose of producing a Junior Cycle Profile of Achievement (JCPA) for each of their students 
who completes the Junior Cycle.  
This approach enables  

a. schools to record on PPOD, in advance of the Junior Cycle/Certificate State examination, 

the subjects, short courses and Priority Learning Units (PLUs) that a student is 

undertaking 

b. the State Examinations Commission (SEC) will provide state examinations final results 

electronically to the Department of Education and Skills for upload to PPOD and 

association of these results with each student. 

c. Department of Education and Skills to provide the JCPAs electronically to schools for each 

student. 

d. schools to complete the ‘other areas of learning’ section of the JCPA for each student and 

deliver the award to students. The ‘other areas of learning’ section of the JCPA allows the 

school to report on other learning experiences and events that the student has participated 

in outside the formal timetabled curriculum. The data entered at school level for ‘other 

areas of learning’ will not be stored on the Department’s database.  

e. following production of the JCPA for each student the school will retain a copy of the full 

JCPA for each student.  

 once JCPAs are produced the data will be anonymised by the Department of Education & 

Skills and used in statistical analysis. No identifiable individual data is used by the 

Department 

 only a small number of staff within the Department of Education & Skills has access to the 

personal data and then solely to provide technical support to your school when it is using 

PPOD. 

 student data as set out in Appendix A will not be shared with anyone else other than 

another post-primary school in which the student enrols. 

 Pursuant to Section 3 and Section 4 of the Data Protection Acts, you may access your 

personal data and request a copy of your data held on PPOD by contacting your school, or 

if you are a former student by contacting the Department of Education & Skills 

 Under data protection law you may object to the processing of your data or seek to have 

the data corrected 

 More detail on use of personal data by the Department is contained in the FAQ on P-POD 

available on https://www.education.ie/en/The-Department/Data-Protection/FAQ.html   

 The Department of Education & Skills Data Controller for PPOD is the Principal Officer in 

the Parents, Learners and Database Section within the Department who can be contacted 

by e-mailing p-podhelpdesk@education.gov.ie   

 The Data Protection Officer for the Department may be contacted by e-mailing 

gdpr@education.gov.ie   

  

https://www.education.ie/en/The-Department/Data-Protection/FAQ.html
mailto:p-podhelpdesk@education.gov.ie
mailto:gdpr@education.gov.ie
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Data Protection Policy 
 

Reviewed by:  
 

 Assistant Principals 

 Parent Association 

 Teachers 

 Student Council Members 

 Presented to the Parent Association 

Ratified by the B.O.M on: 25/02/2019 

          

Review Date: September 2019 

 
 

This Policy is updated every year or when issues arise.  

 

Signed:  

_________________________        ___________________________  

  

Chairperson                           Principal 

  

Board of Management  

 

Date: ___________________   Date: ______________________  

 

 

Date of next review:  


